AAMHUHHUCTPAIIA BOCXOAHEHCKOI'O CEJIBCKOI'O IIOCEJIEHIMAA
KPACHOI'BAPAEMCKOI'O PAMOHA PECITYBJIMK KPBIM

HOCTAHOBJIEHUE

oT 27.12.2024 Ne 462
c. Bocxon

OO0 yTBepkIeHUH 110JI0KEHUsI 00 OIpeeIeHUH YIPo3 0€30I1acCHOCTH
MEePCOHAJIBbHBIX JAHHBIX MPU 00pa0oTKe B HHPOPMALMOHHBIX CHCTEMAaxX
MEePCOHAJBbHBIX JAHHBIX B AIMUHHUCTPANUH BoCX0JHEHCKOro ceJIbCKOro noceieHus
Kpacnorsapaeiickoro paiiona Pecnny0mku Kpbim

B nensx ucnonnenus ®enepanbHoro 3akoHa Poccuiickorn @eneparuu ot 27 urois
2006 roma N 152-®3 "O nepcoHaIbHBIX HAHHBIX', agMUHHCTpanus BocxomHECHKOTro
CEJIBCKOTO ITOCEJICHUS
[TOCTAHOBJIAET:

1. YrBepauts [lonoxenue 06 onpeaeneHnu yrpo3 6€300acHOCTU NEPCOHANBHBIX
JTaHHBIX TpU UX 00paboTke B MHGPOPMAIIMOHHBIX CHCTEMaxX MEPCOHANBHBIX JAaHHBIX B
aIMUHUCTpALIMM BOCXOMHEHCKOrO CEeJIbCKOTO mnocelieHuss KpacHOrBapAaenckoro panoHa
Pecriy6muku Kpeim( [Ipunoxenue 1).

2.Hacrosee MMOCTAHOBJICHUE 00HapOIOBAThH B CETEBOM W31aHUN
«Kpacnorpapaetickuii paiton Peciyonuku Kpeimy», nientp-kpeiva.pd, 3J1 NedC 77-87013
or 01.04.2024, na mnoprane I[IpaButensctBa PecmyOnmuku KpeiM, Ha odunmaipHON
CTpPaHULIE MYHUIUNAIBHOTO 00pa3oBaHUs BOCXOIHEHCKOE CEJbCKOE  IOCEJICHUE
voshodnenskoe.rk.gov.ru u pasmectuth Ha HWHGOPMAIIMOHHOM CTEHAE B 3JaHUU
aIMUHUCTpalMl BOCXOAHEHCKOro CeabCKOro mocesieHust mo ajpecy: ceno Bocxon, yim.
Jlenuna, nom 1.

3.KoHTpoJIb 32 UCTIOJTHEHHEM HACTOSLIETO MOCTAHOBJIEHUS OCTABIISIO 3a COOOM.

4. Hacrosiiiee MOCTaHOBJIEHUE BCTYNMAaeT B CHIIy IOCHE JHSA €ro Oo(QUIUAIbHOIO
ONyOJIMKOBAHUSI.

IIpencenaresr BocxoqHeHCKOr0 CeIbLCKOTO
COBeETA - VIaBa AIMUHUCTPALMHU
BocxogHEeHCKOro ceJILCKOro nmocejJeHus O.I1.Kongparwk



[IpunoxeHne K NOCTaHOBICHUIO
aIMUHUACTPALINT

BocX0aHEHCKOr0 CEIbCKOIo MOCEIIEHUS
Ne 462 ot 27.12.2024

[Tonoxxenue
00 ompe/ieeHnH yrpo3 0€30MacHOCTH EPCOHATBHBIX JTAHHBIX
pu ux 00paboTKe B UHPOPMAITMOHHBIX CUCTEMAX NMEPCOHATBHBIX JTAHHBIX B
aaMUHUCTpalu BocxonHeHckoro cenbekoro noceneHus Kpacuorsapeickoro paitoHa
Pecny6iuku Kpbim

Onpenesienus
B nacTosiiiem 10KyMEeHTE UCIIONB3YIOTCS CICIYIONINE TEPMUHBI U UX ONIPEACIICHHUS.
ABTOMaTHU3UPOBAHHASI CUCTEMA - CUCTEMA, COCTOAILASL U3 MEPCOHANA U KOMILJIEKCA CPEJCTB
aBTOMATH3AllMA €Tr0 JEATENbHOCTH, peanu3yomas HWHPOPMAIMOHHYI0 TEXHOJOTHIO
BBITIOJTHEHUSI YCTAHOBJICHHBIX (hYYHKIIHA.

AYTGHTI/I(l)I/IKaL[I/IH OTHPABUTCIIA JAaHHBIX - TIIOATBCPKIACHHUC TOIO, 4YTO OTIIPABUTCIIb
IMOJTYYCHHBIX JAaHHBIX COOTBCTCTBYCT 3asBJICHHOMY.
be3onacHocTh IICPCOHAJIBHBIX JAHHBIX - COCTOSHHC 3allIUIICHHOCTH IICPCOHAJIBHBIX

JAHHBIX, XapaKTEPU3yeMOE€ CIIOCOOHOCTHIO TI0JIb30BATEICH, TEXHUYECKUX CPEJCTB U
UH(OPMAIIMOHHBIX TEXHOJIOTHI 00ecreunTh KOH(MUIEHIIUATLHOCTh, LEJIOCTHOCTh U
JIOCTYITHOCTh TEPCOHAIBHBIX JIAHHBIX MPU UX 00paboTKe B MH(OOPMAIIMOHHBIX CHCTEMaxX
MEPCOHAIbHBIX TAHHBIX.

buomerpruueckue mNEpPCOHAIBHBIE JIAHHBIE - CBEACHUS, KOTOPBIE XapaKTEPU3YIOT
(bU3HOTOTHYECKHE 0OCOOSHHOCTH YEIOBEKa M Ha OCHOBE KOTOPBIX MOXKHO YCTaHOBHTH €TO
JUYHOCTh, BKJIIOYas Qororpaduu, OTNEYaTKW TNajblEeB, o00pa3 CeTyaTKu [J1a3a,
0COOCHHOCTH CTPOCHHMS TeJla U APYTYIO MOA00HYI0 HHPOPMAIIHIO.

brnokupoBanue  mepcOHANBHBIX  JAaHHBIX - BPEMEHHOE  MpeKpamieHue  coopa,
CHCTEMATH3AllNM, HAKOIUICHUS, WCIIOJIb30BaHUs, PACIpPOCTPAHEHHS, MEPCOHATBHBIX
JAHHBIX, B TOM YHCJIE UX TIEPEAAYU.

Bupyc (KOMIBIOTEpHBIM, TPOTPaMMHBIN) - MCHOJHSEMBbIA MPOrPAaMMHBIA KOJ WIIU
MHTEPIIPETUPYEMBI Habop WHCTPYKIIHM, 00Ja1aroImuii CBOMCTBaMU
HECAHKIIMOHUPOBAHHOTO  pACOPOCTpaHEHUs U  camoBocnpousBeneHus. Co3gaHHbIE
TyONMMKaThl KOMIIBIOTEPHOTO BUPYCa HE BCErla COBIAJAIOT C OPUTHMHAIOM, HO COXPAHSIOT
CIOCOOHOCTBD K JIalibHEUIIIEMY PacIIPOCTPAHEHHUIO U CAMOBOCITPOU3BEICHUIO.

BpenonocHass mnporpamMma - mnOporpaMma, MpeIHA3HAUYCHHAs JJIsl  OCYLIECCTBICHUS
HECAHKIIMOHUPOBAHHOTO JIOCTyna W (WJIM) BO3JCUCTBUS HA MEPCOHAIbHBIE JAHHBIC WU
pecypcbl THGOPMAIIMOHHON CUCTEMBI IEPCOHAIBHBIX TAHHBIX.

BcnoMorarenbHble TEXHUUECKHAE CPEACTBA U CUCTEMBI - TEXHUYECKUE CPEACTBA U CUCTEMBI,
HE TpeAHa3HAYCHHBIC U1 Tepeaadd, oOpaOOTKM W XpaHCHHUS IEePCOHAIBHBIX JIaHHBIX,
YCTAHABIMBAEMbIE  COBMECTHO C  TEXHUYECKUMHU CPEACTBAMHU W CHCTEMAMH,
MpeIHa3HAUYCHHBIMU 1711 0OpaOOTKHM TEepPCOHANBHBIX JAaHHBIX WM B TIOMEIICHHUSX, B
KOTOPBIX YCTAHOBJICHBI MH(POPMAITMOHHBIC CUCTEMBI TIEPCOHATBHBIX JaHHBIX.

JlocTyn B onepalimoHHyI0 cpely KoMIbioTepa (MH()OPMaIIMOHHONW CUCTEMBI MEPCOHATIBHBIX
JAHHBIX) - TIOJTyY€HHE BO3MOKHOCTH 3aITyCKa Ha BBITIOJHEHUE ITATHBIX KOMaHI, (DYHKIIHA,



IpoLeaAyp ONEPAlMOHHON CUCTEMbI (YHUUTOXKEHMSI, KOMMPOBAHMSI, NEPEMEIEHUS U T.II.),
UCIIOJIHAEMBIX (paiJIOB MPUKIIATHBIX TPOTPaAMM.

Joctyn kK uHpOpMaLMU - BO3MOXKHOCTb IOJYyYEHUS] THPOPMAILMU U €€ UCTIOIb30BAHUS.
3aKJ1aJOYHOE YCTPOMUCTBO - AIEMEHT CpPEACTBAa CheMa MH(OPMALIUU, CKPBITHO BHEAPSEMbIN
(3aKJ1aapIBa€Mblid WJIM BHOCHMBIN) B MECTa BOBMOXKHOIO ChbeMa MH(popMalu (B TOM YUCIe
B OrpaxkJeHHe, KOHCTPYKIHIO, OOOpYyIOBaHUE, MPEAMETHl HHTEpbEpa, TPaHCIOPTHHIC
CpeICTBa, a TaKXKe€ B TEXHUYECKHE CPEICTBA M CHUCTEMBI OOpabOTKM HWH(OOpMAIUN).
Samumiaemas uHpopMalus - WHOOPMAIWS, SBISIIOMIAACS MPEAMETOM COOCTBEHHOCTH U
MoJyIeXKAIas 3allUTe B COOTBETCTBUU C TPeOOBAaHUSMHU IMPABOBBIX JOKYMEHTOB WU
TpeOOBaHUSIMH, YCTAaHABINBAEMBIMH COOCTBEHHUKOM HH(OpMAaLIUN.

WUnentudukanus - npucBoeHne cyobekTaM U 00beKTaM J0CTyna uaeHTuuKaTopa u (Hin)
CpPaBHEHHME  MPEABABISEMOrO0  HJCHTHU(PHUKATOpa €  IEpPEYHEM  IPHUCBOEHHBIX
UJCHTU(UKATOPOB.

NudopmaTuBHbIi CUTHAI - DJIEKTPUUECKUE CUTHAJIBI, aKyCTHUECKHE, dJICKTPOMAarHUTHBIE U
apyrue  (¢u3MyYecKue IMoJii, MO IapaMerpaM KOTOpPBIX MOXET ObITh PacKphITa
KoOHpuACHIMaNbHasT WH(opMmaiusi  (IepcoHAIbHBIE  JlaHHble) oOpabarbiBaeMas B
UHGOPMAITMOHHON crCcTeMe TIEPCOHATBHBIX JTaHHBIX.

Nudopmarmonnast cucrema mnepcoHanbHbX maHHbXx (MCII[H) - wuHDOpMarmonHas
CUCTEeMa, MPEJCTABISIONIast cO00H COBOKYMHOCTh MEPCOHATBHBIX JTAHHBIX, COACPIKAIIUXCS
B 0a3e MaHHBIX, a TaKkKe HHOOPMAIMOHHBIX TEXHOJIOTMH W TEXHUYECKUX CPEACTB,
MO3BOJISIIONIUX ~ OCYIIECTBIATH  OOpaOOTKYy  TakWX  MEPCOHAIBHBIX  JaHHBIX  C
MCTIOJIb30BaHUEM CPE/ICTB aBTOMATH3AIMH UITN 0€3 UCIIOJIb30BAHUS TAKUX CPE/ICTB.
NHpopMaiuoHHbIE TEXHOJOTUU - TPOLECChl, METOJAbl IOUCKa, cOOpa, XpaHEHHUS,
00paboTKu, MPeI0CTaBICHUs, paCIPOCTPAHEHUS UH(POPMAIIMK U CIIOCOOBI OCYIIECTBICHUS
TaKHUX MPOIIECCOB U METOOB.

Hcnonp30BaHNE NEPCOHANBHBIX JaHHBIX - JEWUCTBUS (Omepanuu) C IEePCOHAIbHBIMU
JAaHHBIMU, COBEPIIIAEMBIE OTIEPATOPOM B LEISIX MPUHITHS PELICHUN UM COBEPIICHUS MHBIX
NEUCTBUM, MOPOXKIAIOUUX IOPUIUYECKUE TIOCIHEACTBUSI B OTHOIIEHHU CyOBEeKTa
NEPCOHAIBHBIX JAHHBIX WIH APYTUX JHI] JUO0 MHBIM 00pa3oM 3aTparvBaloIIvX IpaBa U
cB00OIbI CyOBEKTa MMEPCOHATBHBIX JAHHBIX WIH JPYTHUX JIUII.

HcTounuk yrpo3sl 0e30macHOCTH HHPOPMAIHH - CYObEKT JI0CTyIa, MaTepuaIbHbIA OOBEKT
Wi GU3NYECKOE SBICHUE, SIBIAIOMINECS MPUIMHON BOSHUKHOBEHHSI YTPO3bl 0€30MaCHOCTH
uHpOpMaIUH.

KonTponupyemast 30Ha - IPOCTPAHCTBO (TEPPUTOPUS, 3[aHUE, YACTh 37aHHUs, TIOMEIICHHUE),
B KOTOPOM HCKIIFOYEHO HEKOHTPOJIMpyeMOe NpeObIBAHME IMOCTOPOHHUX JIUI, a TaKXKe
TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MaTePUATBHBIX CPEJICTB.

KoH(uneHnmanbHOCTh NEPCOHAIBHBIX JAHHBIX - 00s3aTeabHOE JUIsl  COOJIOACHUS
OTIEPaTOpPOM HWJIM WMHBIM TMOJYYUBIIUM JIOCTYH K TI€PCOHAJIBHBIM JIaHHBIM JIUIIOM
TpeOOBaHME HE JIOMYCKATh MX paclpocTpaHeHue O0e3 coryacusi cyObeKTa MEpCOHAIbHBIX
JAHHBIX WM HAIAYUS UHOTO 3aKOHHOTO OCHOBAHUSI.

MexcereBoil 3KpaH - JIOKaJbHOE (OJZHOKOMIIOHEHTHOE) WM  (PYHKUHMOHAJIBHO-
pacnpeqieieHHOe  IpOorpaMMHOE  (IIPOrpaMMHO-AIIapaTHOE)  CPEACTBO  (KOMILIEKC),
peanusyrolee KOHTPOJIb 32 MH(pOpMaIel, nocTynarmie B "HPOPMAIIIOHHYIO CUCTEMY
MEePCOHAIBHBIX JIAHHBIX U (MJIM) BBIXOASIIECH U3 HH(POPMALIMOHHONW CUCTEMBI.

Hapymmrens 6e30macHOCTH MEPCOHANBHBIX JAHHBIX - (PU3UUECKOE JUI0, CIYYalHO HIIN
IpeIHAMEPEHHO COBEpIIAIOIIee ACHCTBHS, CIECACTBHEM KOTOPBIX SIBJISICTCS HapyIICHHE



0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MPU UX O00pPaOOTKE TEXHUYECKUMH CPEJICTBAMU B
UH(OPMAIIMOHHBIX CUCTEMAaX NMEPCOHATBHBIX JAHHBIX.

HeaBromarusupoBannas o06paboTka MEPCOHATBHBIX JTaHHBIX - 00pabOTKa MEePCOHATBHBIX
JAHHBIX, COJAEpXKAIIMXCSA B HHPOPMAIMOHHOM CHUCTEME MEPCOHAIBHBIX JIaHHBIX JHOO
W3BJICUCHHBIX U3 TAKOW CHCTEMBI, CAUTACTCS OCYIIECTBICHHOW 0€3 MCIOIB30BaHUS CPEICTB
aBTOMaTu3anuu (HEaBTOMATU3MPOBAHHOM), €CIM Takhe JCHCTBUA C TIEPCOHATHLHBIMHU
JAaHHBIMH, KaK  WCIIOJIb30BaHWE, YTOYHEHWE, pPaCHpOCTpaHEHWE, YHHYTOXKCHUE
MIEPCOHANLHBIX JIAHHBIX B OTHOIICHWH KaXIOTO W3 CyOBEKTOB TEPCOHATBHBIX JaHHBIX,
OCYIIECTBIIIOTCS TIPH HETIOCPEACTBEHHOM YYaCTHH YEJIOBEKA.

HenexnapupoBaHHbIlE  BO3MOXXHOCTH -  (DYHKIMOHAJIBHBIE BO3MOXXHOCTH  CPEICTB
BBIYHCIIUTEILHON TEXHUKH, HE OMNHCAHHBIE WJIM HE COOTBETCTBYIOIIUE OMHCAHHBIM B
JIOKyMEHTAIIHH, npu MCII0JIb30BaHUH KOTOPBIX BO3MOHO HapyIlIieHue
KOH(PUACHITUATBHOCTH, TOCTYITHOCTU WJTU IIEJIOCTHOCTH 00pabaTrbiBaeMoi nH(MOpMAaIIIH.
HecankunonupoBanHplii  10CTyn (HECAHKIIMOHUPOBAHHBIE JIEUCTBHS) - JOCTYI K
uHbopMali WM JACHCTBUS ¢ WHGOpMAIMEH, HapylIalolue MpaBuia pasrpaHuYCHUS
JIOCTYIa C HUCIOJIb30BAHUEM INTATHBIX CPEACTB, MPEJOCTABISEMBIX HWH(OPMAIIMOHHBIMU
CHUCTEMaMH TIePCOHAIILHBIX JTAHHBIX.

Hocutens napOpManuu - Gu3Mdeckoe U0 WM MaTePHATbHBIA OOBEKT, B TOM YHCIIE
dbu3ngecKoe 1mojie, B KOTOPOM HHGOpPMAIHs HAXOAUT CBOE OTPaKCHHE B BUJIE CHMBOJIOB,
00pa3oB, CHUTHQJIOB, TEXHUYECKUX PCEIMICHWA W  TPOIECCOB, KOJIMYECTBEHHBIX
XapaKTePUCTUK (PU3HUECKUX BEIIMYHUH.

O0e3mmurBaHNe TIEPCOHATBHBIX JAHHBIX - JCHCTBUA, B PE3yJbTaTe KOTOPHIX HEBO3MOXKHO
OTIPENICIUTh  MPUHAMJICKHOCTh  MEPCOHAIBHBIX  JIAHHBIX  KOHKPETHOMY  CYOBEKTY
MEPCOHANBHBIX JTAHHBIX.

OOpaboTKa MEPCOHANBHBIX JIAHHBIX - IEUCTBUS (OMepaluu) ¢ MepCOHATbHBIMU JIAHHBIMU,
BKJIIOUasi cOOp, CHUCTEMAaTH3alMio, HAKOIUICHUE, XpaHeHUe, yToyHeHHe (OOHOBIIEHUE,
M3MEHEHHE), UCIIOJIb30BaHNE, PACTIpOCTpaHEeHUE (B TOM YHUCIIE Nepeaady), 00e3TnIuBaHue,
OJIOKMPOBAaHKE, YHUUTOKCHHUE MTEPCOHATBHBIX TAHHBIX.

OOmeoCTyIIHBIE  TIEPCOHANIBHBIE  JaHHBIE -  [EPCOHANBbHBIC  J@HHBIE, JIOCTYI
HEOTPAHWYCHHOTO Kpyra JHII K KOTOPHIM TIPEIOCTaBICH C COIlachs CyOBheKTa
MIEPCOHANILHBIX JTAHHBIX WJIM Ha KOTOPHIE B COOTBETCTBUU C (efepalbHBIMU 3aKOHAMH HE
pacmpocTpanseTcs TpeboBaHHEe COOTIONCHNS KOH(DHUICHITNATLHOCTH.

Omneparop (EpCOHANBHBIX JTAHHBIX) - TOCYAAPCTBEHHBIA OpraH, MYHHIIUIAIBHBIA OpTaH,
IOpuaudeckoe Wi (U3WYECKOe JIMI0, OpraHusyiomiee W (WIH) OCYIICCTBIISIONISEe
00paboOTKy NEpCOHATBHBIX JaHHBIX, a TaKXKe OIPEACNAIONINe [EeTu U COAepKaHUE
00pabOTKH MEePCOHATBHBIX JaHHBIX.

Texnuyeckue cpencrBa MHGOOPMAIIMOHHON CHCTEMblI MEPCOHAJIBHBIX JAHHBIX - CPEJCTBA
BBIYHMCIIUTEILHON TEXHUKHU, HWH()OPMAIIMOHHOBBIYMCIUTEIbHBIE KOMIUIEKCHI U CETH,
CpelIcTBa W CHUCTeMBI Tmepeiauu, npuemMa u obpadotku I[I[IH (cpeacTBa M CHUCTEMBI
3BYKO3aIIMCH, 3BYKOYCUJICHUS, 3BYKOBOCIIPOU3BEACHUS, NEPETOBOPHBIE M TEJICBU3MOHHbBIC
YCTPOWCTBA, CPEJCTBA U3TOTOBJICHUS, TUPAKUPOBAHUS IOKYMEHTOB U JIPYTUe TEXHUYECKUE
cpenctBa  oOpabOTKM  peueBOM, rpaduyeckoil, BUIAEO- U  OyKBEHHO-IIM(PPOBOM
uH(pOpMaIK), TPOrpaMMHBIE CpeACTBa (ONEPAIIMOHHBIE CUCTEMBI, CUCTEMbI YIIPaBICHUS
0azaMi JaHHBIX ® T.II.), CPEACTBA 3amUThl HWHPOPMAIUH, TPUMCHSIEMBIC B
WH()OPMAIIMOHHBIX CHCTEMaX.



[lepexBar (MHpOpMaLMK) - HEMPABOMEPHOE IMOJIy4YeHHE MH(POpPMAIMKU C HCIOIb30BAHUEM
TEXHUYECKOTO CPE/ACTBA, OCYUIECTBIISIOIIETO OOHAapyXKeHHe, IpueM U 00paboTKy
MH(GOPMATUBHBIX CUTHAJIOB.

[lepconanbHble naHHBIE - Jt00asgs MHGOpPMAIUs, OTHOCSILASACA K ONPENCICHHOMY WIU
OTpeeNIieMOMY Ha OCHOBAaHUHM Takol uWHpopManuu (U3HUecKoMy JHUIYy (CyOBEKTY
NEPCOHABHBIX JIaHHBIX), B TOM 4YHCJe €ro (aMuiIns, UMs, OTYECTBO, TOMA, MECHII], Jara u
MECTO POXKIEHHUS, aApec, CEMEWHOe, COIUAIbHOE, WMYIIECTBEHHOE MOJIOKECHHE,
obpazoBanue, mpodeccusi, J0X0Ibl, apyras HHHOPMAIIHSL.

[ToGouHBIE AIEKTPOMArHUTHBIE M3JIYYCHUS U HABOAKU - DJIEKTPOMArHUTHBIC W3ITy4CHUS
TEXHUYECKUX CPEICTB 00paboTKM 3amuiiaeMord HH(QOpMalny, BO3HUKAIOIIME KaK
noOOYHOE SIBJIEHHE M BBI3BAHHBIE JJIEKTPUUYECKUMHU CUTHAJIaMH, JCHCTBYIOUIMMH B HX
AIIEKTPUYECKUX U MarHUTHBIX LEMAX, a TAKKE 3JIEKTPOMarHUTHbIE HABOJKU 3TUX CUTHAJIOB
Ha TOKOIIPOBO/SIIUE JIMHUU, KOHCTPYKIUU U LIETIH TUTaHUSL.

[Tonmutnka  "yucroro croma" -  KOMIUIEKC  OpPraHM3alMOHHBIX  MEPOIPHUSTHI,
KOHTPOJUPYIOIIMX OTCYTCTBHE 3alMChIBaHUS Ha OyMa)KHblE HOCUTENIM KIOYEH u
aTpuOyTOB J0CTyNa (MapoJieil) U XpaHEeHUs UX BOJIM3U OOBEKTOB JIOCTYTIA.

[Tonp3oBaTens MHGOPMAITMOHHON CHCTEMBI MEPCOHATBHBIX JAHHBIX - JIUIO, YYaCTBYIOIIEE
B (YHKIMOHUPOBAHUM WH(MOPMAIMOHHON CHUCTEMBI TEPCOHAIBHBIX JAaHHBIX WU
UCTIONIB3YIOIIee pe3ynbTaThl ee (pyHkunoHupoBaHus. [IpaBuma pasrpanndeHust gocTtyna -
COBOKYITHOCTH TMpaBWJ, PETIAMEHTUPYIONIMX TIpaBa JOCTyla CYOBEKTOB JOCTyMa K
00BEKTaM JTOCTYTIA.

[IporpaMMHas 3akiajKa - Koj MPOTPaMMBbI, MPEIHAMEPEHHO BHECEHHBIM B MPOrpaMMy C
LENbI0 OCYIIECTBUTh YTEUKY, U3MEHHUTb, OJIOKUPOBATb, YHUUTOXKUTh MH(POpPMAIHMIO WIN
YHUUTOXUTh U MOIU(ULMPOBATh MPOrpaMMHOe obOecrieueHre NHPOPMAIIMOHHON CUCTEMBI
NEPCOHAIBHBIX JaHHBIX U (MJIK) OJOKHPOBATh annapaTHbie CPECTBA.

[TporpamMMHOe (IIPOrpaMMHO-MAaTEMaTUYECKOE) BO3JACHUCTBUE - HECAHKIMOHUPOBAHHOE
BO3JCHCTBUE HA  pPECypchl  aBTOMAarM3MPOBAHHOM  MH(POPMAIIMOHHOM  CHCTEMBI,
OCYIIECTBJIIEMOE C UCII0JIb30BAHUEM BPEIOHOCHBIX ITPOrPaMM.

PackpeiTie TEepCOHANBHBIX JAHHBIX - VYMBIIUIGHHOE WM CIy4ailHOE HapylIeHHE
KOH(PUIEHITHATBHOCTH TIEPCOHABHBIX JAHHBIX.

PacmipocTpaneHne mnepcoHaNbHBIX MAHHBIX - JCHCTBHS, HallpaBICHHBIE Ha IMepenady
MEPCOHAIBHBIX JaHHBIX OIpPENeICHHOMY KpYry JuIl (mepeaada MepCOHAIbHBIX TaHHBIX)
WIM Ha O3HAKOMJICHHE C TIEPCOHAIbHBIMH JAaHHBIMH HEOTPAHMYEHHOTO Kpyra JIMIl, B TOM
yuciie OOHApOJOBaHMWE TEPCOHATBHBIX IaHHBIX B CPEACTBAX MaccoBOM WH(pOpMAaIuH,
pasMernieHie B MHGOPMAIIMOHHOTEJICKOMMYHHMKAIIMOHHBIX CETSIX WJIM HPEJOCTaBIICHUE
J0CTyna K MepCOHAIbHBIM JaHHBIM KaKMM-JTMO0 MHBIM CIIOCOOOM.

Pecypc nHpopMallMOHHONW CHUCTEMBI - UMEHOBAaHHBIA 3JIEMEHT CHUCTEMHOIO, IMPHUKIIAJHOTO
WIN annapatHoro odecnedeHus (yHKIIMOHUPOBAaHUS HH(OPMAIMOHHON CUCTEMBI.
CrienuanbHble KaTerOpUU MEPCOHANbHBIX JIaHHBIX - MEPCOHAIbHbBIC JaHHbIE, KaCaloUIUecs
pacoBoM, HAIlMOHAJIbHOW MPUHAAJIC)KHOCTH, HMOJUTHUUECKUX B3IVISIOB, PEUTHO3HBIX WIIU
¢unocopckux yOSKIEHHUM, COCTOSHUS 3J0POBbS M MHTHUMHOM JKM3HM CyOBEKTa
NEPCOHAIBHBIX JaHHBIX.

CpenctBa BBIYUCIUTENBHONM TEXHUKH - COBOKYIHOCTb HPOIPAMMHBIX U TEXHHUYECKHX
AJIEMEHTOB CHCTEM OOpaOOTKMU JAHHBIX, CIIOCOOHBIX (PYHKIIMOHHUPOBATH CAMOCTOSITEITHHO
WA B COCTaBE JIPYTUX CHUCTEM.



CyObekT goctyna (CyObeKT) - JIMILIO WU MPOLECC, AEUCTBHSI KOTOPOTO PETIAMEHTUPYIOTCS
MpaBWJIaMH pa3rpaHUYCHUS JOCTYTIA.

TexHuyeckuii KaHalm yTEYKH HMH(POPMALMM - COBOKYIMHOCTb HOCHUTENSI HWH(Opmamu
(cpeactBa 00pabOTKH), (PU3HUECKOM Cpeabl pacIpOCTpaHEHUsI THPOPMATUBHOIO CUTHAJIA U
CPEICTB, KOTOPBIMU T0OBIBACTCS 3alluiaeMast HHGOopMaIus.

TpaHcrpanuyHas mnepeaaya MEepCOHANbHBIX JAHHBIX - IMepefada MepCOHANbHBIX AaHHBIX
omneparopoMm yepe3 locymapcrBennyro rpanuily Poccuiickoin @enepanuu OpraHy BIIacTH
WHOCTPAHHOTO TOCYAAapCTBa, (PU3UUECKOMY WM IOPUAUYECKOMY JIHIy HHOCTPAHHOIO
roCyapcTBa.

Yrpo3sl 0€30macHOCTH TMEPCOHATBHBIX JAHHBIX - COBOKYMHOCTHh YCJIOBHA M (PaKTOPOB,
CO3JAIOUIMX ONACHOCTh HECAHKIMOHMPOBAHHOIO, B TOM YHCIIE CIYy4YalHOIO, JIOCTYyNa K
IIEPCOHAJIBHBIM JIaHHBIM, PE3YJIETaTOM KOTOPOTO MOYKET CTaThb YHUYTOKEHUE, U3MEHEHUE,
OJIOKMpOBaHKE, KOMUPOBAHKE, PACIPOCTPAHECHUE MEPCOHAIBHBIX JAHHBIX, a TAKKE HHBIX
HECAaHKIIMOHUPOBAHHBIX JEUCTBUNA MpU HX 00paboTKe B HMH(GOPMAIMOHHON CHCTEME
MEPCOHAIBHBIX TAHHBIX.

YHHAUYTOXEHUE MEPCOHAIBHBIX JAHHBIX - JCUCTBUSA, B PE3YJbTATE KOTOPBIX HEBO3MOXKHO
BOCCTAHOBUTH COJIEP’)KAHHE TEPCOHANBHBIX JaHHBIX B HH(MOPMALMOHHOW CHUCTEME
NEPCOHANBHBIX JaHHBIX WJIM B PE3yJAbTare KOTOPBIX YHUYTOXKAKOTCA MaTepUATIbHbIE
HOCHUTEJH NEPCOHAIBHBIX JTAHHBIX.

VYTeuka (3amumiaeMoil) mHGOpMaIMU MO TEXHUYECKHM KaHalaM - HEKOHTPOJMpYEeMOe
pacmpocTpaHeHre HWHQPOpPMAIMK OT HOCHUTENS 3alluiaeMoi uHOpMaAIMu  4epes
¢u3nUecKyr0 cpeay 10 TEXHMYECKOIO CpEACTBA, OCYLIECTBISIOIIETO MEepexBaT
uH(bOpMaIIHH.

VYa3BUMOCTh - C1a0OCTh B CpPEACTBAX 3alUThl, KOTOPYIO MOYKHO HCIOJb30BaTh JIs
HapyIIECHUsI CUCTEMBI WM COJIeprKalleiicsl B Hell HHpOpMaIiy.

IlenocTtHOCTH MHGpOpPMAIMK - CHOCOOHOCTh CPEACTBAa BBIYMCIUTEIBHONM TEXHUKH WIN
aBTOMAaTU3UPOBAHHOM CHCTEMbl OOECIeUMBaTh HEM3MEHHOCTh MH(GOpMAlMU B YCIOBHSX
CIIy4aifHOTO W/MJIU MPEeJHAMEPEHHOTO UCKaXEHUS (pa3pyLLIEeHNUs).

OO003HauEHUs U COKPAIICHMS:

ABC - anTUBUpYCHBIE CPEJICTBA

APM - aBrOMaTtu3znpoBaHHOE paboyee MeCTo

BTCC - BcriomorarenbHble TEXHUYECKUE CPEACTBA U CUCTEMBI

NCIIIx - nadopmalioHHas CUCTEMa MEPCOHABHBIX TAHHBIX

K3 - koHTpONMpyemMast 30Ha

JIBC - nokanbHasi BBIYUCIUTEIbHAS CETh

MD - MexceTeBOM IKpaH

HCJI - HecaHKIIMOHUPOBAHHBIN TOCTYII

OC - onepallMOHHas cUCTEMa

[1/1H - mepcoHanbHbIEC TaHHBIE

[IMB - nporpaMMHO-MaTEMaTU4YECKOE BO3ACUCTBUE

10 - nporpamMmMmHOE 0OecrieueHue

[IOMUH - no6oyHbI€ 3MEKTPOMArHUTHBIEC U3IYYSHHUS U HABOJIKH

CA3 - cucrtema aHanmu3a 3alUIIEHHOCTH

C3U - cpencrsa 3auiuThl HHPOpMALTUU

C3I1/IH - cucrema (moacucTeMa) 3aliuThl TEPCOHAIBHBIX JaHHBIX

COB - cucrema 0OHapy>KEHHsI BTOP>KEHHIA



TKY U - Texuudeckue KaHaibl yTeUKd HHPOpMAITUU
VYBIIH - yrpo3sl 6€301aCHOCTH MEPCOHANIBHBIX JaHHBIX

Knaccupukanus Hapymmresei
[To nmpuznaxky npunamiexkHocty Kk UCII/IH Bce HapymuTenn aensarcs Ha ABE TPYIIIbL:
- BHEIIHUE HApPYIIUTEIM - (PU3MYECKHE JUlla, HE HMEIOIIME MpaBa MNpeObIBaHUS Ha
TEPPUTOPUM KOHTPOJIMPYEMOH 30HBI, B MpeAesiaXx KOTOpoH pasMeiiaercs oO0opyaoBaHUE
NCIIdx;
- BHYTPEHHUE HApPYIIUTENIH - (PU3NUECKUE JMIa, HUMEIOIIME MpaBo MpeObIBaHUS Ha
TEPPUTOPUM KOHTPOJIMPYEMOHN 30HBI, B MpeAesiaX KOTOpOH pasMeliaercs oO0opyaoBaHUE
NCIIJH.
BHemIHM# HAPYIIMTE/Ib
B kadecTtBe BHemHero HapymuTessk WHGOOPMAIIMOHHON O€30MacHOCTH, pacCMaTpHUBACTCS
HapyLIUTEIb, KOTOPBIM HE UMEET HEMOCPEACTBEHHOIO JOCTYIAa K TEXHUYECKUM CPEACTBAM
Y pecypcam CUCTEMBI, HaXOIAIIMUMCS B IIpEAEIax KOHTPOIUPYEMOU 30HBL.
[Ipenmnonaraercs, YTO BHEIIHUN HAPYLIUTEIb HE MOXKET BO3JACHCTBOBATh HA 3aILUIIACMYIO
nH(OPMAIIMIO TI0 TEXHHYECKUM KaHajlaM yTeUKH, TaK KaKk 00beM MH(POpPMAITUN, XpPaHUMOMN
u obpabareiBaemoiri B MICII/IH, sBAsSeTCS HEOOCTATOYHBIM JUIsI BO3MOXKHOH MOTHBAITUU
BHEIIIHETO HAPYIIUTEIIS K OCYIIECTBICHUIO IEUCTBUI, HAIIPABICHHBIX YTEUKY HHPOpMALIIU
[0 TEXHUYECKMM KaHajnaM yTedkd. lIpeamonaraercsi, 4To0 BHEIIHHWN HAPYIIUTEIb MOXKET
BO3JICHCTBOBATH HA 3alTUIAEMYI0 HHGOPMAIIHIO TOJIBKO BO BpeMs €€ Iepeady 1Mo KaHajaam
CBSI3H.
BHyTpeHHMH HAPYILUIHMTE/Ib
B0o3MOXHOCTM  BHYTPEHHETO HApYUIUTENs CYyIIECTBEHHBIM O00pa3oM 3aBUCSAT OT
JNEUCTBYIOIIMX B TMpejesiax KOHTPOJIUPYEMOW 30HBI OrPAHMYUTEIBHBIX (DAKTOPOB, W3
KOTOPBIX OCHOBHBIM SIBJISIETCS pEaIU3alUsl KOMIUIEKCA OPTraHU3alUOHHO-TEXHUYECKUX MED,
B TOM YHCJIE TO MOAO0PY, PacCTaHOBKE U O0OECIEUEHHUIO0 BBICOKOW MpodecCHOHaTbLHON
MOJIFOTOBKU KaJpOB, MOMYCKY (U3NYECKUX JHI] BHYTPb KOHTPOJUPYEMOH 30HBI U
KOHTPOJIFO 32 TIOPSAKOM IIPOBEACHHS palOT, HAMpaBICHHBIX Ha MPEAOTBpAICHUE U
MPECEUEHNE HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
Cucrema pasrpanunuenuss pgocryna HWCII[In oOecneunBaer pasrpaHU4YeHHE IPaB
MOJIb30BaTeIeH Ha MOCTYN K WH(POPMAIMOHHBIM, MPOTPAMMHEIM, allapaTHBIM U JIPYTHUM
pecypcam UCIIJIH B COOTBETCTBHM C NPHUHATON TOJUTHKONW WH(OPMAIMOHHON
oe3onacHocT. K BHYTpEHHUM HapYIIUTENISIM MOTYT OTHOCUTBCS:
- anmmunuctpatopsl UCIIH (kareropus I);
- aIMUHUCTPATOPBI KOHKPETHBIX nosicucTeM min 0a3 nanubix MUCIIu (kateropus I);
- nonb3oBatenu UCIIIH (kareropus I11);
- TIOJIb30BATENH, ABJIAIONINECS BHEITHUMHU MO OTHOIICHHIO K KOHKpeTHOM AC (kareropus
IV);
- nuna, o0Naarolle BO3MOKHOCTBIO JOCTyNa K CUCTEME Nepenadyu JaHHBIX (KaTeropus
V);
- COTPYIHUKU PAOHHOTO COBETA, UMEIOLIUE CAHKIMOHUPOBAHHBIA JOCTYH B CIYKEOHBIX
LEJSIX B MOMEIIEHUS, B KOTOPBIX pa3Merarorcs sneMenTsl MCII/IH, HO HEe nMeronue npasa
noctyna kK HuMm (kateropus VI);
- oOCnyXMBAa[OIIMII ~ TEpCOHA]l  pailoHHOTO  coBeTa  (oXpaHa,  pabOTHUKHU
WH)KEHEPHOTEXHUYECKUX CITyk0 U T.11.) (kateropust VII);



- YIOJHOMOYEHHBIN nepcoHan paszpadorunkoB UCIIJH, KoTOpbIii Ha JOTOBOPHOM OCHOBE
UMEET MpaBO Ha TEXHHUYECKoe oOcimykuBaHue U Moaupukanmio kommnoneHtoB MCII/Ix
(xateropus VIII).

Ha nun xareropuit I m Il BO3jIOXKEHBI 3aauyvd MO aJIMUHUCTPUPOBAHUIO IPOTPAMMHO-
anmapatHeix cpenctB u 6a3 manueix MWCII[IH nns wHTErpanmu u - oOecredeHus
B3aMMOJEMCTBHS PA3INYHBIX roacucTeM, Bxomamux B cocraB MCII/IH. AnMuHUCTpATOPHI
MOTEHIMAJIBHO MOTYT peanu30BbIBaTh yrpo3el Kb, wncnome3ys BO3MOXKHOCTH 11O
HEMOCPEACTBEHHOMY JOCTYyIy K 3amuiaeMoid uHpopManuu, oOpabaTbiBaeMoil U
xpanumon B MCII/IH, a Takke K TeXHMYECKMM M mnporpamMmHbiM cpencrBam HCII/H,
BKJIIOYAsi CPEACTBA 3alUThI, HCIOJb3yeMble B KOHKPETHbIX AC, B COOTBETCTBHUH C
YCTAHOBJIEHHBIMU ISl HUX aIMUHACTPATUBHBIMU ITIOJTHOMOYMSIMH.

OTH MIa XOpoIo 3HAKOMBI ¢ OCHOBHBIMM aJITOPUTMAMM, ITPOTOKOJIAMU, PEATU3yEMbIMHA 1
UCIIOJIb3YEMBIMU B KOHKpeTHbIX mnoacuctemax u MCIIJIH B memom, a Takke C
NPUMEHSIEMbIMU MPUHIMIIAMHI U KOHLETIHUAMH O€30MacHOCTH.

[Tpennonaraercs, 4To OHU MOIJIM ObI UCIIOJIB30BaTh CTaHJAPTHOE 000PYIOBaHUE JINOO I
uACHTU(UKAIMK yA3BUMOCTEH, b0 g peanuzauuu yrpo3 Ub. JlanHoe obopynoBaHue
MOXET OBITh KaK 4YacThlO0 IITAaTHBIX CPEACTB, TaK M MOXET OTHOCHUTHCS K JIETKO
nojlyyaeMoMy (HampuMmep, MporpaMMHOE OOecTieueHe, MOMTyuYeHHOE W3 OOIIETO0CTYIMHBIX
BHEILIHUX UCTOYHHUKOB).

Kpowme Toro, npeamnonaraercs, 4To 3TU JULA MOIIIH Obl pacnojararh ClieluaaIu3upOBaHHBIM
o0opymoBaHUEM.

K mumam xareropuit I wm Il BBuay wmx wuckmounrtensHor pomu B MCII[H nomxen
OPUMEHATHCA KOMIUIEKC OCOOBIX OpPraHU3alMOHHO-PEXHMHBIX MEp MO HX M[0oadopy,
OPUHATHIO Ha paboTy, HA3HAYCHUI0 Ha JOUKHOCTh U KOHTPOJIIO BBINOJIHEHHUSA
(GYHKIIMOHAIBHBIX 00S3aHHOCTEH.

[Tpennonaraercs, 4ro B yucio aui kareropuit I u Il OymyT BKiItoUaThes TOJBKO JJOBEPEHHbBIE
JIMLA U [TI09TOMY YKAa3aHHbIE JIMLA UCKI0YAI0TCA U3 YUCila BEPOSITHBIX HAPYIIUTENIEH.
[Ipennonaraercs, yro auna kareropui III-VIII oTHOCATCS K BEpOATHBIM HAPYLIUTEISAM.
[Ipennonaraercsi, 4T0 BO3MOYKHOCTH CTOBOpA BHYTPEHHHUX HApYIIMTENIEH MalOBEPOATHA
BBUJlY IIPUHSTHIX OPTaHU3AMOHHBIX U KOHTPOJIUPYIOIIUX MED.

IIpeanoJiokeHus 00 UMEIOLICHCS Y HAPYLIUTE/Is1 HH(POPMALMH
00 00beKTax peaju3aluu yrpo3

B kauectBe OCHOBHBIX ypoBHeHl 3HaHuii Hapymutenaeil o0 AC MOXHO BBIICTUTH
CIEAYIOIIHNE:

- o0mast uaopMarus - HGOpMaIMK 0 Ha3HaYeHHs U o0mux xapakrepuctukax UCIIH;

- JKCIUTyaTaluoHHas WHQopmaims - uHpOpMaIllus, MOTy4YEHHAs M3 SKCIUTyaTallMOHHOMN
JOKYMEHTAIINH;

- YyBCTBUTENbHAs HUHMOpMalus - HHPOpMAIUs, AOMONHSIIONAS JKCIUTyaTal[MOHHYIO
undopmaruio 06 UCIIInH (Harpumep, cBeneHus u3 npoektHoi gokymenrtauuu UCIIIH).

B yacTHOCTH, HAPYIINUTEIb MOXKET UMETh:

- JaHHbIe 00 opraHu3anuu paboOThl, CTPYKTYpEe U HCHOIB3YEMBIX TEXHUYECKHUX,
IIPOrPaMMHBIX U ITPOTpaMMHO-TeXHH4YecKux cpeacrsax MCII/IH;

- cBeneHus o0 wHpopManuoHHBIX pecypcax MCIIIH: mopsgok W mpaBuia CO3MaHUS,
XpaHeHus U nepeaayn nHGOopMaIuu, CTPYKTypa U CBOMCTBAa WH(GOPMAIIMOHHBIX TOTOKOB;



- JaHHble 00  YA3BUMOCTAX, BKJIOYas JaHHbBIE O  HEJIOKYMEHTHPOBAHHBIX
(HeIeKIapyupOBaHHBIX) BO3MOXKHOCTAX TEXHUYECKUX, IMPOrPaMMHBIX M MPOTPaMMHO-
texuuuyeckux cpencts UCII/IH;

- JaHHble 0 peanu3oBaHHbIX B [IC3M mpuHOMIAax W anropuTtMax; - MCXOAHBIE TEKCTHI
nporpammHuoro ooecnieuennst UCII/1x;

- CBEJICHUS O BO3MOXKHBIX KaHalaxX peain3ally yrpos;

- nH(OpPMAITHIO 0 crtoco0ax peaau3aui yrpos.

[Ipennonaraercs, uro nuna kareropun III w  xareropum IV BnaaewoTr TONBKO
SKCIUTyaTallMOHHOW uH(pOpmanuel, 4To obecredynBaeTcs OpraHW3alMOHHBIMH MEpamH.
[Ipu sToM nuna kareropuu [V He BIaieOT NapoiabHOM, ayTeHTU(UIMPYIONIEH U KITHOYEBOM
uHpopMmarmeit, ucnoiabzyemoil B AHC, Kk KOTOPbIM OHU HE MMEIT CaHKIIMOHUPOBAHHOTO
JOCTyTIA.

IIpennonaraercs, 4To JiMLa KaTeropuy V BIIAJCIOT B TOW WM MHOW YaCTH YyBCTBUTEIbHON
U OKCIUTyaTallMOHHOM uHdopManued o cucTeMe nepeJaud HHpopMauuu U oOImen
uHpopmarmeit 06 AUNC, wucnonp3yrommx 3Ty CHCTEMYy MepeAadyd HH(OpMaluu, YTO
o0ecrneunBaeTcs OpraHu3allMoOHHBIMU Mepamu. [Ipu sToM nuna kareropuu V He BIaACIOT
NapoJbHON U ayTeHTUuIMpyonei nudpopmanueit, ucmonb3yemoit B AUC.
[Ipennonaraercs, yro nuua kareropun VI m ymna kareropuu VII mo ypoBHIO 3HaHMH He
IIPEBOCXOAT LA KATETOpUHA V.

[Ipennonaraercs, uro auna kareropun VIII obnanaroT dyBcTBUTENBbHONU HHpOpMaIuen 00
UCITIn u ¢yskumonansHo opueHtupoBanHbix AWC, Bkmodas wuHbopManuioo 00
YVA3BUMOCTAX TEXHUYECKMX UM mnporpamMmubix cpencts HMCII/H. OpranmzanuoHHBIMHU
MEpaMM MPEAIoIaracTcss HCKIYUTh AOCTyn JuL Kareropuu VIII k TexHHYecKuM WU
nporpamMmMHubiM cpeactBam MCII/IH B MOMEHT 00pabOTKH C MCHOJIB30BaHUEM ITHX CPE/ICTB
3alUIIaeMON HHPOPMALIHH.

Takxum oOpazom, Haubosnee nunpopmupoBanbiMu 00 AVC siBnsitorest nuna kareropuu 111 u
nuna kareropuu VIII.

Crenenb MHMOPMHPOBAHHOCTU HAPYIIMTENS 3aBUCUT OT MHOTUX (DAaKTOpPOB, BKJIOUAs
pealn30BaHHbIE B aIMUHHACTPALIMN KOHKPETHBIE OPraHU3alMOHHBIE MEPBI U KOMIIETEHIIUIO
Hapymutenei. [loaToMy 0OBEeKTHBHO OLIEHUTh 00BEM 3HAHWW BEPOSITHOTO HAPYIIMTENS B
o011em ciydyae MpakTUIeCcKd HEBO3MOXKHO.

B cBia3M ¢ H3I0KEHHBIM, C LEIBIO CO3JaHHS OIPEACIICHHOIO 3amaca IPOYHOCTH
OpeanoyaraeTcsi, 4YTO BEpPOSTHBIE HapymuTenu oOmamaloT Bced  mHOpMaImei,
HEOOXOAMMON JJisi TOATOTOBKM W pEaM3alli yrpo3, 3a HWCKIIOYCHHEM HH(POpMAIIHH,
NOCTYIl K KOTOPOM CO CTOPOHBI HapyILUWUTENs MCKIIOYAETCs CUCTEMOW  3alUThI
uHpopmarun. K Takol = uHpOpmanmMM,  HampuMmep, OTHOCUTCS  HapojbHasd,
ayTeHTU(ULIMPYIOLIas ¥ KiIroueBasi HHPOpMaIusl.

[Tpennonoxenust 00 UMEIOIUXCA y HAPYUIUTENS CPEACTBAX PEAIM3aLUU yTPO3
IIpennonaraercs, 4T0 HAPyILIUTEIb UMEET:

- anmmapatHblie KoMrnoHeHThl C3I1{n u C® C3I1/H;

- IOCTYIIHbIE B CBOOOIHOM MpoJake TEXHUYECKUE CPEJCTBA U TPOrPaMMHOE 00ECIICUEHUE;
- CIIeMaNIbHO pa3pabOTaHHbIE TEXHUUYECKHUE CPEJICTBA U IPOTPAMMHOE 00ECIIeUeHHE.
BHyTpeHHUI HapyIIUTENb MOKET UCIIOIB30BATh IITATHBIE CPEACTBA.

CocTraB MMEIOIUXCS y HAPYLIUTENS CPEACTB, KOTOPBIE OH MOXKET HCHOJB30BaTh IS
peanmnsannu yrpo3 Mb, a Takke BO3MOXKHOCTH IO UX IPUMEHEHHUIO 3aBHCAT OT MHOTHX



(dakTopoB, BKIJIIOYAas pEANIM30BAHHbIE HAa OOBEKTaX aJIMUHUCTPALMU KOHKpPETHBIE
OpraHU3allMOHHbIE Mephl, PUHAHCOBBIE BO3MOKHOCTU U KOMIIETEHIINIO HApYLIUTEEH.
[ToaToMy OOBEKTHBHO OLIEHUTH COCTaB MMEIOIIMUXCS y HApYILIMTENS CPEACTB peau3aluu
yrpo3 B OOIIEM Cilydae MPaKTUYeCKH HEBO3MOXKHO. [loaTomy, uist co3aanus yCTOWYMBOM
C3II[dx npenmosiaraeTcsi, 4TO BEPOATHBIA HApPYLIMTENb HWMEET BCE HEOOXOAUMBIE IS
peann3anni yrpo3 CpEeICTBAa, BO3MOKHOCTH KOTOPBIX HE MPEBOCXOASAT BO3MOXKHOCTH
aHAJIOTMYHBIX CPEJICTB peau3aluy yrpo3 Ha HHQPOpPMAIMIO, COACPKAIIYIO CBEICHUS,
COCTAaBJIIOIINE TOCYJAapCTBEHHYIO TallHy, M TEXHMYECKHE W IIPOTrPpaMMHBIE CPEICTBA,
obOpabarpIBaroIue 3Ty HHPOpMAITHIO.

Bwmecre ¢ Tem npeanonaraeTcs, YTo HAPYILIUTENb HE UMEET:

- CPEACTB MEpEeXBaTa B TEXHUYECKUX KaHAJIAX YTEUKH;

- CpPEACTB BO3ACWUCTBUSA Y€pe3 CUTHAJIbHbIE IenH (MHPOPMAIMOHHBIE U YIIPaBIISIOIINE
untepdeiicel CBT);

- CpPEeACTB BO3JCHCTBUSA HAa MCTOYHUKM M 4YEpE3 LENU MUTAHUS; - CPEICTB BO3ACUCTBHUS
4yepes LENU 3a3¢MIICHNS;

- CPENICTB aKTUBHOT'O BO3JICHCTBUS HA TEXHUUYECKHUE CPENICTBA (CPEACTB OOIyUECHMS).
[Ipennonaraercs, 94To HanbOIEEe COBEPIICHHBIMH CPEACTBAMHU PEANU3AINH YTPO3 00JIa1at0T
nuna kareropud I n nmuna kareropuun VIILL

erosbl YTE€IKHN l/IH(l)OpMaHHl/I II0 TEXHUHYCCKHUM KaHa/laM

Yrpo3bl yTe4ku aKkyCcTHYeCKou (pedyeBoii) HHGOpMaIMu

Bo3HukHOBEeHHE yrpo3 YTEUKH aKyCTHYECKOW (peueBoi) HH(pOpMalliu, CcoaepKaiencs
HETOCPEJICTBEHHO B MPOM3HOCHMOM peun mnosb3oBarens MCII[AH, npu obpadotke I1/1H B
HUCTIIn, Bo3MOokHO mpu Hanuuuu (yHKIuid ronocoBoro BBonma [1J[n B UCII[H wumm
dbynkumit BoctipouspeaeHus [1/{n akycruaeckumu cpeactsamu MCITJIH.

B UCII[dn cenbckoro mnoceneHus (yHKuM rojocoBoro BBoja I[IJIH wunu dyHKUMU
BocnpousBeneHuss II/I[H  akycTuueckMMu CpeacTBaMU  OTCYTCTBYHOT. BeposiTHOCTH
peanu3anuu yrpo3bl - MaIOBEPOSTHA.

¥Yrpo3sl yreuku BUA0BOH HH(poOpMaun

Peanuzanust yrpo3sl yTeUKHM BUIO0BOM HHGOpPMAlMM BO3MOXHA 3a CYET MPOCMOTpa
uHQOpPMAIIMK C TIOMOINBID ONTHYECKUX (OMTHKO-AJIEKTPOHHBIX) CPEICTB C DKPAHOB
JUCIUIEEB W JIPYTUX CPEICTB OTOOPAKEHUS CPEACTB BBIUUCIUTEIBHOM TEXHUKH,
UH(OPMAIIMOHHO-BBIUUCIUTEIBHBIX KOMIUIEKCOB, TEXHMYECKUX CPEJCTB 00paboTKu
rpaduyeckoii, Bus1eo- u OykBeHHO-IIM(PpoBoi nHbopmarmu, Bxoasaumx B coctas UCIT/IH.
B yupexneHuu BBeJIEH KOHTPOJIb AOCTYIa B KOHTPOJIHpPYyeEMYIO 30HY, APM mnonb3oBareneit
PACIOJIOKEHBI TAK, YTO NMPAKTUYECKU MCKIIFOYEH BU3YAJIBHBIM JOCTYIl K MOHUTOpPAaM, a Ha
OKHaX YCTaHOBJICHBI JKAJIFO3U.

BeposTHOCTB peanu3anuu yrpossl - MaJlOBEPOSTHA.

Yrpo3sl yreukn ungopmanuu nokanaaam [IIMHUH



VYrpo3sl yreuku uabopmaruu mo kanamy [I9MUWH, Bo3MOXHBI U3-32 HATUYHUs Mapa3uTHBIX
AIIEKTPOMArHUTHBIX U3iIydeHui y anemeHToB UCIT/IH.

Yrpo3bl JaHHOTO KJIacCca MaJIOBEPOATHBI, T.K. pa3Mep KOHTPOJIUPYEMOU 30HBI OONBIION, U
anemenTol WCIIIH 3KpaHUpYIOTCA HECKOJIBKHUMHM HECYIIMMU CT€HAaMHU, W Mapa3UTHBIN
CUTHAJI MACKHUPYETCS CO MHOXECTBOM JIPYTMX IIApAa3UTHBIX CUTHAJIOB 3JIEMEHTOB, HE
Bxoasmmx B UCII/IH.

YTpo3bl HECAaHKITMOHUPOBAHHOTO JIOCTYyTMa K MHPOPMAITHH

Peamuzanust yrpo3 HCJ] k unHpopmaiuu MOXET NPUBOJUTH K CIEIYIOIIUM BHIAM
HapyIlIeHus ee 6e30MacHOCTH:

- HApyIIEHUIO KOH(PUIECHIMAIIBHOCTH (KOMTMPOBAHUE, HEITPABOMEPHOE PAaCIIPOCTPAHEHHUE);

- HapYIICHHUIO 1IEJIOCTHOCTHU (YHUUTOKEHUE, U3MEHEHNE);

- HapYIICHUIO TOCTYMHOCTH (OJIOKHpPOBaHUE).

Yrpo3bl yHUUTOXKEHUS, XUIleHUs anmnapatHbix cpencts MCIIIn HocuTeneit
uHdopmaruu myteM pusndeckoro qoctymna k snementam UCIIIH

Kpa:xka [19BM

VYrpo3a ocymectBisiercss nyrem HCJl BHEIIHMMM M BHYTPEHHUMH HApYLIUTEISIMU B
MMOMEIIECHUS, TIe pacnoyoxeHbl aneMeHTsl UCII/IH.

B yupexneHun BBEIEH KOHTPOJIb TOCTYIIA B KOHTPOJIUPYEMYIO 30HY, IBEPH 3AKPBIBAIOTCS
Ha 3aMOK.

BeposatrHocTs peanusanuu yrpossl - MaJIOBEPOSATHA.

Kpa:ka Hocuresieii ungpopmanmnu

VYrpo3za ocymecteiserca nyreM HCJ/| BHEIIHMMHM M BHYTPEHHUMH HApPYIIUTEISIMH K
HOCHUTENSIM UH(POPMAIIIH.

B cenbckoM coBeTe BBENEH KOHTPOJb JOCTYNIa B KOHTPOJIMPYEMYHO 30HY, IBEPHU
3aKpBIBAIOTCS HA 3aMOK, BEJIETCS YUET U XpaHEHHE HOCUTENEH B cefide.

BeposTHOCTh peanu3anuu yrpo3bl - MaJIOBEPOSITHA.

Kpazxka kiaioueit u aTpuldyToB qoctyna

VYrpoza ocymectBisiercs nyreM HCJ| BHENIHUMHM W BHYTPEHHHUMH HapyIIMTEISIMHA B
MIOMEIIEHUS, TJIe POUCXOAUT padoTa MOJIb30BaTENICH.

B cenbckoM coBeTe BBEACH KOHTPOJb JIOCTYIIa B KOHTPOJHMPYEMYIO 30HY, JBEpPH
3aKpBIBAIOTCS HA 3aMOK, OPTaHM30BAaHO XpaHEHHUE KItouel B celie M BBeJEHA IOJIMTHKA
"gucroro crona'.

BepostHoCTh peanu3aiuu yrpo3bl - MaJIOBEPOSTHA.

Kpaxu, moqupukanum, ynnuTo:keHuss uHGopmManuu
VYrpo3a ocymectBisiercss nyrem HCJl BHEIIHMMM M BHYTPEHHUMH HApYLIUTEISIMU B

noMemnieHus, rae pacnosiokeHbl 3nemeHTtsl UCIIJIH u cpeacTBa 3amurhl, a Tak XKe
MIPOUCXOANT padboTa MOJIb30BaTeIeH.



B cenbckoM coBete BBCJIACH KOHTPOJIb AO0OCTyIIa B KOHTPOIHUPYCMYIO 30HY, IABCPH
3aKpPBIBAIOTCA HA 3aMOK.
BCpOHTHOCTB pcain3anun yIrpo3bl - MAJIOBCPOATHA.

BoiBon u3 cTpos y3i10B [I9BM, kananoB cBsi3u

VYrpo3a ocymectBisiercss nyrem HCJl BHEIIHMMM M BHYTPEHHUMH HapYLIUTEISIMU B
MOMeEIIEeHUs, Te pacnoyioxeHbl aneMeHTsl UCIIIH u nmpoxoasaT KaHalbl CBSI3H.

B cenbckoM coBeTe€ BBEAEH KOHTPOJb JOCTyIla B KOHTPOJMPYEMYKO 30HY, JBEPHU
3aKpBIBAIOTCS HA 3aMOK, YCTAHOBJICHBI PEIIETKH Ha MEPBBIX ATAXaxX 37aHus. BeposTHOCTH
peanu3anuy yrpossl - MaJIOBEPOSITHA.

HecaHKHI’IOHI’IPOBaHHOC OTKJ/IIOYCHHE CPEACTB 3allIMThI

VYrpo3za ocymecteiusiercas nyreM HCJ/| BHEIIHMMHM M BHYTPEHHUMHU HApPYIIUTEISIMH B
IIOMEILEHHUS, TJIE paconokeHsl cpeacTsa 3amuTsl UCII/IH.

B cenbckoM coBeTe BBENEH KOHTPOIb JOCTYIIa B KOHTPOJIHMPYEMYIO 30HY, IBEpPHU
3aKpbIBAIOTCS Ha 3aMOK, noJsib3oBarenu MCII/In npounctpyktupoBansl o padore ¢ I1/1H.
BeposATHOCTH peain3anuu yrpo3bl - MAJIOBEPOSTHA.

¥Yrpo3sl XulleHusi, HECAHKUMOHMPOBAHHOW Moaudukauuu Wid OJOKMPOBAHMS
uHpopManum 3a cyeT HeCaHKUMOHUPoBaHHOro naocryna (HC/) ¢ npumeHeHuem
NMPOrPAMMHO-ANINAPATHBIX M MPOrPAMMHBIX CPeACTB (B TOM 4YHCJe NPOrpaMMHO-
MaTeMaTHYeCKHUX BO3AeHCTBUI)

JeiicTBUSA BPEAOHOCHBIX NPOIrPamMM (BHPYCOB)

[TporpaMMHO-MaTeMaTHYECKOE BO3AEUCTBUE - 3TO BO3JCHCTBHUE C MOMOIIBIO BPETOHOCHBIX
nporpamMm. [IporpaMmon ¢ MOTEHIMAIBHO ONMACHBIMM IIOCIECICTBUSMH WM BPEIOHOCHOM
IporpaMMoil (BHpPYyCOM) HAa3bIBAIOT HEKOTOPYIO CaMOCTOSTENBHYIO Mporpammy (Habop
UHCTPYKIIMI), KOTOpast cliocoOHa BBITIOTIHATH JIF000€ HEIMyCTOE MOJAMHOKECTBO CIEAYIONTNX
byHKIU:

- CKpBIBAaTh MIPU3HAKU CBOETO MPHUCYTCTBUS B IPOTPAMMHOM Cpeie KOMIBIOTEPA;

- o0majgath CHOCOOHOCTBIO K CaMOIyONHPOBAHMIO, ACCOLMHUPOBAHUIO CEOS C IAPYyrUMU
nporpaMMamMu U (WJIM) IEPEHOCY CBOMX (DparMEHTOB B MHBIE OOJIACTH ONEPAaTUBHOW WU
BHEIIHEW MaMATH; - pa3pyliaTh (MCKaXKaTb MPOU3BOJIBHBIM 00pa3oM) KO IMpOrpaMM B
OlepaTUBHOM NaMSITH;

- BBINOJHATH 0€3 MHUIMHPOBAHHS CO CTOPOHBI MOJb30BaTENs (IOJB30BATEIBCKON
OporpaMMbl B LITATHOM PEXHMME €€  BBINOJHEHUS) JIeCTPYKTUBHbIE (PYHKLIUU
(KOITMpOBaHMS, YHUUYTOXKEHUS, OTOKUPOBAHUS U T.II.);

- COXpaHATh (parMeHTbl MHGOPMALMU U3 ONEPATUBHOW NMaMATH B HEKOTOPBIX O0JACTIX
BHEUIHEH MaMsATH IPSIMOro 10CTyma (JIOKaIbHBIX WU YIaJCHHbIX);

- MCKaXaTh IMPOU3BOJBHBIM 00pa3oM, OJOKHpOBaTh U (MJIM) NOAMEHSITH BBIBOJUMBINA BO
BHEIIHIOIO MaMsITh WJIM B KaHal CBS3M MaccuB HH(GOpMaluu, 0Opa3oBaBIIMICS B
pesyabTare paboThl MPUKIATHBIX MPOTPaAMM, WM YK€ HaXOAIIMECs BO BHEIIHEH MaMsTH
MaCCHUBBI JJaHHBIX.



B cenbckoMm coBeTe Ha BCeX 3JIEMEHTaX I/ICHHH YCTAHOBJICHA aHTHUBHUPYCHAA 3allluTa,
BBCJICHA ITIOJINTHKA OIPpaHUYICHHOI'O HUCIIOJIB30BAHUA IIporpamm, II0JIB30BAaTCIIN
IMPOUHCTPYKTUPOBAHEBI O MCPaAX IIPCAOTBPAILLICHNA BUPYCHOI'O 3apa’KCHU.

BCpOHTHOCTB pcain3alun yIrpo3bl - HU3Kasd.

HepexnapupoBanubie BO3MO:KHOCTH cucTeMHoro 11O u ITO
TUTs1 00paOOTKM TTEPCOHATBHBIX JTAHHBIX

HGI[eKJIapI/IPOBaHHBIe BO3MOXHOCTHU - CI)YHKL[I/IOHaJIBHBIe BO3MOXKHOCTH CpeacTB
BBIYMCJIMTCILHOMN TCXHHUKH, HC OIMCAHHBIC WM HC COOTBCTCTBYIOIIMWC OIIMCAHHBIM B
AJOKYMCHTAIIUH, IIpu HCIIOJIb30BAHHNH KOTOPBIX BO3MOXXHO HapyHICHUC
KOH(l)I/II[GHI_[I/IaHBHOCTI/I, AOCTYIIHOCTH MJIN LNCIOCTHOCTHU O6pa6aTBIBa€MOI>'I I/IH(l)OpMaI_II/II/I.

B ceabckoM coBeTe HET IIporpaMmMHOI0O O6CCHC‘ICHI/IH, p33pa6aTBIBa€MOI‘O COOCTBEHHBIMH
p33pa6OTLII/IKaMI/I/ CTOPOHHHUMHU CIICHUAJIUCTAMMU.

BCpOHTHOCTB pcain3anun yIrpo3bl - MAJIOBCPOATHA.

YeranoBka [10 He ¢BS3aHHOIO ¢ HCIIOJTHEHUEM CJIYKeOHBIX 00s13aHHOCTEN

VYrpo3a oCylIeCcTBISETCS MYTEM HECAHKIMOHMPOBAHHOW ycTaHOBKH [IO BHyTpeHHMMH
HapYLIUTEISIMU, YTO MOXET MIPUBECTU K HAPYIICHUIO KOH(DHUIEHIUAIBbHOCTH, LIETOCTHOCTH
u goctynHoctu Beer UCII/IH nnm ee 351eMeHTOB.

B cenbckoM coBeTe BBENECHO pa3rpaHUYEHUE IIPaBaMHU I0JIb30Barener Ha ycTaHoBKy 110 u
OCYILIECTBIISECTCS KOHTPOJIb, I10Jb30BATENIA ITPOMHCTPYKTUPOBAHBI O IIOJIMTUKE YCTaHOBKHU
I10.

BCpOHTHOCTB pcain3anun yIrpo3bl - MAJIOBCPOATHA.

Yrpo3bl He IpeAHAMEePEeHHbIX 1eHCTBUI M0/1b30BaTe/ el 1 HApYLLIeHU
oesonacuoctu pynxkuuonupoBanus UCIIAn u C3IIAH B ee cocTaBe n3-3a c00eB B
NPOrpaMMHOM 00ecIeYeHNH, a TaAKKe OT YIPO3 HEaAHTPOIOIeHHOr o (c0oeB
annaparypbl U3-3a HEHA/Ie:KHOCTH 3J1eMEHTOB, C00€eB 3JIeKTPONMTAHNSA) U CTUXHITHOTO
(ynapoB MOJIHMH, II03KaPOB, HABOJAHEHHMH M T.II.) XapaKTepa

YTpara kiroueit 1 aTpudyToB 10CTyNA
VYrpo3a OCyHIECTBISETCS 3a CUET ACHCTBHS YEIOBEYECKOro (haKTopa TMOIb30BaTENeH
NCIIIH, KOTOpBIE HapyLIArOT IOJOKECHHS NAapOJIbHOW IOJMTUKE B YAaCTH HUX CO3JaHUS
(co3maroT Jerkue WK MyCThIe MapoJid, HE MEHSIOT NapoJIy M0 UCTEYEHUH CPOKA UX YKU3HU
WIM KOMIPOMETAIMM U T.I.) U XpaHEHUs (3allMCBIBAIOT MapoJid Ha OyMa)KHble€ HOCHUTENH,
NEepeatoT KJIIOYH I0CTYIa TPETHbUM JIMIAM U T.I1.) WM HE OCBEIOMIIEHBI O HUX.
B cenbckoM coBeTe BBeleHa MapoJibHAs MOJUTHKA, IpeaycMarpuBarolias TpeOyemyro
CJIOHOCTB IapoJii U NEPUOJUYECKYI0 €r0 CMEHY, BBEJEHA IOJMTHKA '9MCTOro crona',
OCYILECTBIISIETCS. KOHTPOJIb 34 MX BBIIIOJIHEHHEM, I10JIb30BAaTEIN IMPOMHCTPYKTUPOBAHBI O
IIAPOJILHOM IMOJIUTHUKE U O JEHUCTBUAX B CIIy4asiX yTpaThl UM KOMIIPOMETALMH ITAPOJIEH.
BeposTHOCTB peanu3anuu yrpossl - HU3Kasl.



Henpeanamepennas mogudukanus (YHUUTOKEHHE) HHOOPMAITUU COTPYTHUKAMU

VYrpo3a ocyuiecTBisieTcs 3a CYET JCHCTBUS 4YeJIOBEUECKOro (Qaxrtopa MOJIb30BaTeiei
UCTI[IH, koTOpble HApYIIAIOT MOJIOKEHUSI MPUHATHIX npaBuil padotel ¢ UCIIIH umu He
OCBEJIOMJIEHBI O HHUX.

B cenbckoM coBeTe OcCymIeCTBIsIETCS pe3epBHOE KomupoBaHue oOpabartsiBaeMbix [1/1H,
MOJIb30BATENN MPOMHCTPYKTHPOBaHbI 0 padote ¢ UCIT/IH.

BeposatrHocTs peanuzanuu yrpo3sl - MaJlOBEPOSTHA.

Henpe)IHaMepeﬂﬂoe OTK/IIOYECHHME CPEACTB 3alUTbI

VYrpo3a ocyuiecTBisieTcs 3a CYET JCHCTBUS 4YeJIOBEUeCKOro (Qaxrtopa MOJb30Bareiei
UCTIIH, xoTOpble HapylIalOT MOJOKEHHS NpUHATHIX mpaBuwin padotrel ¢ MCIIAn u
CpPEACTBAMH 3aIUThI WJIA HE OCBEAOMIICHBI O HUX.

B cenbckoM coBeTe BBEACH KOHTPOJb JIOCTYIIa B KOHTPOJIMPYEMYIO 30HY, JABEPH
3aKpBIBAIOTCS HA 3aMOK, OCYIIECTBIIAECTCSA pasrpaHUYCHUE TOCTYIIa K HACTPOMKAM PEKUMOB
CPEJICTB 3aIIMTHI, TOJIb30BATENN TPOUHCTPYKTUPOBaHbI 0 padote ¢ UCII/IH.

BeposatHocThs peanuzanum yrpo3sl - MaJlOBEPOSTHA.

BLIXOII U3 CTPOA anmapaTHo-nmporpaMMHbIX CPEACTB

VYrpo3a ocymiecTBisieTcs BCIEACTBHE HECOBEPIICHCTBA alllapaTHONPOrPAaMMHBIX CPEJCTB,
U3-32 KOTOPBIX MOXKET TMPOUCXOAUTh HAPYILICHHE LEJIOCTHOCTH M JIOCTYIHOCTH
3amuiaeMoi nHGOpMaInu.

B cenbckom coBeTe OCYIIECTBISIET pe3epBUPOBaHUE KIIFOUEBBIX AnemMeHToB UCII/IH.
BepoarHocTh peanuzanuu yrpo3bl - MaJIOBEPOSATHA.

Co0oii cucTeMbl 3JIEKTPOCHAOKEHUSA

VYrpo3a oCyIIeCTBASETCS BCICACTBHE HECOBEPIIICHCTBA CHCTEMBI AIICKTPOCHAOKEHUS, U3-3a
YEero MOXET IMPOUCXOIUTh HAPYUIEHUE UEIOCTHOCTA M JOCTYITHOCTH 3allUIIACMON
uH(bOpMaITUH.

B censckom coBeTe k0o BceM KiatoueBbIM aneMeHTam MCII/IH moakiroyeHbl MCTOYHUKH
Oecriepe0oitHOTO MUTAHMSI |/WITH OCYIIIECTRISIET Pe3ePBHOE KOMMMPOBAHKME HH(POPMAITHH.
BeposatrHoCTh peanmzanuu yrpo3bl - MaJOBEPOSITHA.

CTuxuiinoe oeacreue

erosa OCYCCTBILACTCA BCICACTBHUC HGCO6JIIOIICHI/IH MCp HO)I(apHOP'I 0C301IaCHOCTH.

B CCJIIBCKOM COBCTC YCTAaHOBJICHA IIOKapHas CHUI'HaJIM3alusi, II0JIB30BAaTCIIN
IMPOUHCTPYKTUPOBAHEI O JICICTBUSIX B CJIy4aC BOBHUKHOBCHUS BHCIITATHBIX CHTyaHHﬁ.
BCpOHTHOCTB pcain3anun yIrpo3bl - MAJIOBCPOATHA.



Yrpo3sl npefHaMepeHHbIX JeHCTBUN BHYTPEHHUX HApYLIMTE el

Joctyn k uHpopmManuu, mogupuKanms, yHH4TOKEHUE JTUIAMU,
He JOMYyIIeHHBIMH K ee 00padoTKe

Yrpo3a ocymectBisiercs mnyrem HC]l BHEmIHMX HapylIdTeNnedl B IIOMEIICHUSA, TE
pacnonoxensl nemeHTsl MCII/IH m cpeacTBa 3amuThl, a Tak e MPOUCXOAMT paboTa
IIOJIb30BATEIIEN.

B cenpckoM coBeTe BBEAECH KOHTPOJb JIOCTyIla B KOHTPOJHMPYEMYIO 30HY, JABEPH
3aKpBIBAIOTCS HA 3aMOK.

BeposATHOCTH peain3anuu yrpo3bl - MAJIOBEPOSTHA.

Pasrnamenune napopmanmu, MogupuKkanusi, yHUHYTOKEHUE
COTPYIHUKAMM JONYIIEHHBIMH K ee 00padoTke

VYrpo3a ocyuiecTBiseTcs 3a CYET JCHCTBUS 4YEJIOBEUECKOro (Qaxrtopa MOJIb30BaTeiei
NUCII/[IH, KoTOpble HapyllalOT TMOJOXKEHHUS O HepasIallleHuu oOpabarbiBacMoOi
uHGOPMAIH U HE OCBEIOMJICHBI O HUX.

B cenbckoM coBeTe MOIB30BATENId OCBEIOMIIEHBI O MOPSAKE pabOThl C MEPCOHATBLHBIMU
JAHHBIMH, a TaK e noanucanu JloroBop o HepasmameHud. BeposTHOCTh peanu3aunuu
yTPO3bI - MAJIOBEPOSATHA.

er031>1 HECAHKINUOHUPOBAHHOI'O 10CTYIIA IO KaHa/JIaM CBA3HA

B cootBerctBUM c "TumnoBoil Mozeiabi0 yrpo3 O€30MACHOCTU TMEPCOHAIBHBIX JTAHHBIX,
obOpabarbiBaeMbix B pacnpeneneHubix UCII/JIH, nMeromux moakiroueHne K ceTsiM oOIIero
MOJIb30BaHUS U (WJIM) MEXIyHapoaHoro uHbopManuoHHOTO obmeHa" (m. 6.6 bazoBoit
MOJIESIM  Yyrpo3 0€30MacHOCTH TMEPCOHANBHBIX JIaHHBIX TMpU UX 00paboTke B
UH(OPMAIIMOHHBIX CHCTEMaX I[EPCOHANIbHBIX JIAHHBIX, YTBEPKICHHOW 3aMECTUTEIEM
nupekropa DCTOK Poccum 15 despans 2008 1.), ans UCIIIH MOXHO paccmaTpuBarhb
CIENYIOUIME YIPO3bl, pEAIU3YEMbIE C HCIOIb30BAHUEM IIPOTOKOJIOB MEKCETEBOIO
B3aMMOJICUCTBUS:

- yrpo3a "AnHamm3 cereBoro Tpaduka' c mepexBarom mnepenaBaemoit w3 MCIIn u
NIPUHUMAEMOM U3 BHEIIHUX ceTel nHpOopMaIniy;

- Yrpo3bl CKaHUPOBAHWUS, HANPABJICHHBIC HAa BBISBICHHE THUIA WM THUIIOB HCIOJIb3YEMbIX
OTIEPalIMOHHBIX CHUCTEM, CETEeBBIX aapecoB paboumx cranuuii MCIIIH, Tomonoruu cerw,
OTKPBITHIX MTOPTOB U CIIYKO, OTKPBITHIX COSAMHEHUH U JIp.;

- YI'pO3bl BBISIBJIEHUS MMAPOJIEH IO CETH; - YTPO3bl HABSI3bIBAHUE JIOXKHOTO MapIIpyTa CETH;

- YIpO3bl TIOJIMEHBI JOBEPEHHOTO O0OBEKTA B CETH; - YIPO3bl BHEIPEHUS JIOKHOTO 0OBEKTa
kak B MCII/IH, Tak ¥ BO BHEIIIHUX CETAX;

- yrpo3bl Tina "OTtka3 B 00CIyKUBaHUU'"; - YTPO3bI YIAJIEHHOTO 3aITyCcKa MPUII0KEHUH;

- YTPO3bl BHEAPEHUS 110 CETU BPEIOHOCHBIX POTPaMM.

Yrpo3a "Anauaus cereBoro rpaguxa'



DTa yrpo3a peaau3yercs C IMOMONIbI0 CIEIUAIbHON MPOrpaMMbIAHAIN3aTOPA IAKETOB
(sniffer), mnepexBarhIBarolieil BCE TMAaKEThl, IEpeJaBaeMble [0 CETMEHTY CeTH, W
BBIICIIAIONICH Cper HUX T€, B KOTOPBIX MEPENAIOTC UICHTU(DUKATOP MOIH30BATENS U €ro
napoJiib. B xoze peanuzanuu yrpo3sl HApYIIUTENb:

- m3ydaer Joruky paboreli MCII[IH - TO €CTh CTPEMUTCA TMOIYYUTh OJHO3HAYHOE
COOTBETCTBHE COOBITHI, MPOUCXOASIINX B CUCTEME, U KOMaH/I, IEPEChUIAEMBIX TTPU 3TOM
XOCTaMH, B MOMEHT TIOSBIICHHUS JaHHBIX COOBITHH. B mampHEHIIEM 3TO MO3BOJSET
3JIOYMBIIIUICHHUKY Ha OCHOBE 3aJaHHsI COOTBETCTBYIOIIMX KOMAaHJ IMOJIYYHUTh, HAPUMED,
MIPUBUJIETUPOBAHHBIE MTPaBa HA JCUCTBUS B CUCTEME WJIM PACIIMPUTH CBOU MOJTHOMOYMS B
HEH;

- MepeXBaThIBAET MOTOK MNEPEIaBaeMbIX JIAHHBIX, KOTOPHIMU OOMEHHMBAIOTCS KOMITOHEHTHI
CEeTEeBOM  ONEPAIlMOHHOW  CHUCTEMbI, JUIsl  W3BJICUEHUS  KOH(MUICHUIMATBLHON WU
uJeHTUUKAIMOHHON HHpOpMaIuu (HalpuMep, CTaTUYECKUX Maposeil moyb3oBareneit s
JOCTyIa K yaajeHHbIM xoctaM 1o nporokosniam FTP u TELNET, He npenycmarpuBaromumx
mrdpoBaHue), €€ MO MEHbI, MOAU(PHUKALIUU U T.11.

HepeXBaT B IIpeaejaax KOHTpOJ’IpreMOﬁ 30HbI BHCIIIHUMMH HAPYHINTCJIAMHA

B cenbckoM moceneHUMM BBEIEH KOHTPOJIb JOCTYNA B KOHTPOJMPYEMYIO 30HY, JIBEpU
3aKpBIBAIOTCS HA 3aMOK.
BeposiTHOCTB peanu3anuu yrpo3sl - MaJlOBEpOSTHA.

Yrpo3a ""ckannpoBanmne cetu'

CymHoCTh Iporecca peaau3aldyd yrpo3bl 3aKI0YAETCS B IEPEAadye 3alpoCOB CETEBBIM
ciyx0am xoctoB MCII/IH u ananusze orBeToB OT HUX. llenb - BbIBIEHHE MCHOIb3yEMBIX
IPOTOKOJIOB,  JOCTYNHBIX  IOPTOB  CETEBBIX  CIIy’KO, 3aKOHOB  (hOPMHUPOBAHUSA
UJCHTU(DUKATOPOB COEAMHEHUN, OIpPENEICHUE AKTUBHBIX CETEBBIX CEPBHCOB, MOA0OD
UJEHTU(UKATOPOB U NApOJIeil MOIb30BATENIEH.

BeposTHOCTB peanu3anuu yrpossl - MaJlOBEpOSTHA.

¥Yrpo3a BbisiBJIeHUS MapoJiei

[enp peanuszanuu yrpo3bl coctouT B nonydyeHnun HCJI myrem mpeoposieHus: mapoJibHOM
3aIIUTHI. 3JIOYMBIIIJIEHHUK MOXET peaju30BbIBaTh YIPO3y C TOMOIIBIO IIEJIOTO psija
METOJIOB, TaKMX KaK MPOCTOM mepedop, mepedop ¢ HCHOIb30BAHUEM CHEIHATbHBIX
cJloBaped, yCTaHOBKA BPEJIOHOCHOM TMporpamMMmbl i TIepexBara MapoJisd, MOoJMEHa
noBepeHHoro oonekTa cetu (IP-spoofing) u nepexsar nakero (sniffing). B ocHoBHOM 1715t
peanu3ali  Yrpo3bl HCIOJB3YIOTCS CIEIUaIbHbIE MPOrpaMMbl, KOTOPHIE IBITAIOTCA
MOJIyYUTh JIOCTYN XOCTY ITyTE€M IOCJeI0BaTeIbHOr0 mojadopa napoieit. B ciayuae ycnexa,
3JIOYMBIIIJIEHHUK MOXET cOo3/aTh JJisi ce0s "mpoxon" myis Oyayliero J0ocTymna, KOTOPBIN
OyJeT 1elicTBOBATH, JIaXKe €CJIM Ha XOCTE U3MEHUTH Mapoiib J0CTyIA.

BepositHOCTB peanuzaiuu yrpo3sl - MaJOBEpOSITHA.

er031>1 HaBA3bIBAHHUE JIOKHOI'O MaplipyTa CE€ETH



JlanHasi yrpo3a peaju3yeTcsi OJJHUM U3 JBYX CIOCOOOB: MyT€M BHYTPUCETMEHTHOTO WJIU
MEKCETMEHTHOTO  HaBs3bIBaHUA. BO3MOXHOCTh HAaBSI3bIBAHUS JIOKHOTO — MapuipyTa
00yclioBJIeHa HEIOCTAaTKaMU, MIPUCYITUMHU aJITOPUTMaM MapUIPYTU3ALMH (B YACTHOCTH U3-
3a MpoOJIeMbl UJECHTU(DUKAIIMU CETEBBIX YMPABIAIONIMX YCTPONCTB), B pE3yJbTaTe YEro
MOKHO TONACTh, HAIIPUMEP, Ha XOCT WIM B CETh 3JIOYMBIIJICHHUKA, TJI€ MOKHO BOWTH B
ONECpPaLIMOHHYIO0 Cpeny TexHuueckoro cpeactBa B coctaBe MCIIIH. Peanusaunu yrpossl
OCHOBBIBAETCS HA HECAHKIIMOHUPOBAHHOM HCIIOJIb30BAHUM IMPOTOKOJIOB MapIIpyTU3ALNU
(RIP, OSPF, LSP) u ymnpapnenusi cerbto (ICMP, SNMP) njist BHeceHUsS] M3MEHEHUU B
MapIIpyTHO-aApeCHbIe TaOmuibl. [Ipr 3TOM HapymuTe 0 HEOOXOAMMO TMOCIaTh OT UMEHHU
CETEBOr0 YMPABJISIIONIETO YCTPOWCTBA (HAmpuMep, MapuIpyTU3aTopa) YIpaBIsOIIee
coo0I1eHue.

BepoarHocTh peanuzanuu yrpo3bl - MaJIOBEPOSATHA.

¥Yrpo3sl NoaMeHbI J0BEPEHHOT0 00beKTa

Taxast yrpo3a 3¢ (eKTUBHO peanu3yercsi B CUCTEMaX, B KOTOPbIX MPUMEHSIOTCS HECTOMKHE
QITOPUTMBI WJEHTU(UKAIIMU W ayTeHTU(PUKALMK XOCTOB, ToJib3oBarenedl m T.a. Ilofg
JIOBEpEHHBIM OOBEKTOM TMOHUMAETCS OOBEKT CeTH (KOMIBIOTEP, MEXKCETEBOW JKpaH,
MapIIpyTU3aTOP U T.I1.), JIETAIBHO MOAKIIOUEHHBIN K CEPBEPY.

MoryT ObITh BBIIECTICHBI JBE Pa3HOBUIHOCTH IMPOIlECCa peaan3allii yKa3aHHOW YTPO3BL: C
YCTaHOBJICHHEM U 0€3 YCTaHOBIICHUS BUPTYAIbHOTO COCAMHECHHUS.

[Ipouecc peanuzauMu C YCTAHOBJIEHUEM BHUPTYaJIbHOTO COEIMHEHHSI COCTOUT B
IPUCBOEHUU IpaB JOBEPEHHOIO0 CyOBEKTa B3aUMOJECHCTBUS, YTO MO3BOJIAET HAPYILIUTEIIO
BECTU ceaHC paboThl C OOBEKTOM CETH OT MMEHHU JOBEPEHHOro cyownekra. Peanmmzanus
yrpo3bl JAHHOTO THUIA TPeOyeT MPEOI0JICHUSI CUCTEMBI UACHTU(DUKALIMY U ayTEHTU(PUKAIIH
cooOmieHut (Hanpumep, araka rsh-ciayx6s1 UNIX-xocra).

[Tpouecc peanuszanuu yrpo3sl 0€3 yCTaHOBIICHUSI BUPTYaIbHOIO COEAMHEHUS MOXKET UMETh
MECTO B CETSIX, OCYIIECTBISIONINX UICHTU(PUKALUIO [T€PEIaBaeMbIX COOOIIEHUH TOJIBKO 1O
cereBoMy ajapecy otnpasurena. CyIIHOCTh 3akilO4yaeTcsi B IEpeladye CIyKEOHBIX
COOOIIEHNH OT WMEHH CEeTEBBIX YMPABISAIONIMX YCTPONCTB (HAMpUMep, OT WMEHHU
MapIIpyTU3aTOPOB) 00 U3MEHEHUN MAPIIPYTHO-aAPECHBIX TAHHBIX.

B pe3ynbrare peanusanuy yrpo3bl HApYIIUTEIb MOJYYaeT MpaBa J0CTyNa K TEXHUYECKOMY
cpeactBy UCIIIH - nenu yrpos.

BeposTHOCTh peanu3anuu yrpo3bl - MaJIOBEPOSITHA.

BHenpeHue J105KHOTO 00bEKTa CETH

DTa yrpo3a OCHOBaHa Ha MCIOJIb30BAaHUU HEJOCTATKOB aJITOPUTMOB yJaJCHHOIO IMOUcKa. B
ciaydae eciii OOBEKThl CeTH M3HAYaJIbHO HE MMEIOT apecHON MH(pOpMaIMK APYT O JpYyre,
WCIIOJIB3YIOTCS Pa3UYHBIC IIPOTOKOJIBI yHAaJeHHOTO Ioucka (Hampumep, SAP B ceTsax
Novell NetWare; ARP, DNS, WINS B cerax co crekom tmpotokonoB TCP/IP),
3aKJIIOYAIOIIMECs B Tepefade MO CETH CIEHHalIbHBIX 3alpOCOB M IOJMYYEHUHM Ha HUX
OTBETOB ¢ HCKOoMON wuHbopmarmend. IIpu 3ToM cymiecTByeT BO3MOXKHOCTH IIepexBara
HapYIIUTEIEM MMOMCKOBOTO 3alpoca W BBIJIAYM HA HETO JIOXKHOTO OTBETA, WCIIOIh30BAHUE
KOTOPOTO TIPUBEACT K TpeOyeMOMy HW3MEHEHHUIO MapIIpyTHO-aIPECHBIX aHHBIX. B



I[ElﬂbHCﬁHICM BCCh ITOTOK HH(bOpMaHHH, aCCOHHHpOBaHHBIﬁ C O6B€KTOM-H(CpTBOﬁ, 6y,Z[GT
IIPOXOOUTH YCPC3 JIOKHBIM OOBEKT CETH.
BCpOHTHOCTB pcain3anun yIrpo3bl - MAJIOBCPOATHA.

Yrpo3sl Tuna "Orka3 B o0cayxuBaHum'

OTH yrpo3bl OCHOBaHbl HAa HENOCTAaTKAX CETEBOr0 MPOTrPaMMHOIO OOECIEYEHHUS, €ro
YSI3BUMOCTAX, NO3BOJSIIOIIMX HAPYIIMTENK CO3[4aBaTh YCJIOBHUSA, KOTAAa OIEpallMOHHAS
CHCTEMa OKa3bIBACTCs HE B COCTOSIHUU 00pa0aThIBaTh MOCTYAIONINE TTAKETHI.

MoryT OBITh BBIICTICHBI HECKOJIBKO PA3HOBHIHOCTEH TaKMX yTPO3:

- CKPBITBIH OTKa3 B OOCIIy>)KMBaHUU, BbI3BaHHBIN MpuBIedeHreM yactu pecypcoB UCII/IH
Ha 00pabOTKY IMAaKEeTOB, MEpPEAaBACMBIX 3JIOYMBIIUICHHUKOM CO CHI)KEHHEM MPOIYCKHOMN
CIIOCOOHOCTH KaHAaJOB CBSI3U, MPOU3BOJUTEIBHOCTU CETEBBIX YCTPOWCTB, HapyIICHHUEM
TpeOOBaHMI K BpeMeHU 00padoTKu 3anpocoB. [Ipumepamu peanuzaiuu yrpo3 mojgo0HOro
polla MOTYT CIIY>KHTh: HaIlpaBICHHBIA IITOPM 3X0-3ampocoB 1o mnpotokony ICMP (Ping
flooding), mropm 3anmpocoB Ha ycraHoBienue TCP-coenunenuit (SYN-flooding), mropm
3anpocoB K FTP ceprepy;

- SIBHBIA OTKa3 B OOCIy)XMBAaHWUHW, BbI3BaHHBIN wucueprnanueM pecypcoB MCII[H npu
00pabOTKe TMaKeToB, IMEpelaBaeMbIX 3JOYMBINIICHHUKOM (3aHSITHE BCEW MOJIOCHI
MPOITYCKAaHUs KaHAJIOB CBSI3U, MEPETIOIHEHUE OYepeeil 3aIpOCOB Ha 00CITy>)KMBaHUE), MIPU
KOTOPOM JIETalbHBIC 3aIIPOCHI HE MOTYT OBITh TIEpEaHbl Yepe3 CETh U3-3a HEJOCTYIMHOCTU
cpelnbl nepeaayu, MO0 MOJydyaroT 0TKa3 B 00CITYKMBAHUH BBUAY MEPETOIHEHUS OYepeaei
3alpoCcoOB, JUCKOBOTO MPOCTPAHCTBA NaMATH U T.A. [IpuMepamMu yrpo3 1aHHOTO TUIIA MOTYT
CIIYXUTh IITOpM IHpokoBemmareabHbix [CMP-3x0-3anmpocoB (Smurf), HampaBiieHHBIN
mropM (SYN-flooding), mTopMm cooGrieHuit mouyToBOMy cepBepy (Spam);

- SIBHBIA OTKa3 B OOCITYKMBAaHUH, BbI3BAHHBIN HAPYIICHUEM JIOTHYECKON CBA3HOCTH MEXKLY
texuuueckuM cpeactBamu  VICIIJIH mnpu nepenade HapylIMTENEM  YIPABIISIOLIUAX
COOOIIEHUI OT WUMEHU CETEBBIX YCTPOMCTB, MPUBOAAIMIMX K H3MEHEHHUIO MapIIPyTHO-
aapecHpIXx  maHHBIX  (Hampumep, ICMP Redirect Host, DNS-flooding) wumm
UACHTU(DUKAIIMOHHOW ¥  ayTeHTHU(PHKAIMOHHOW WH(pOpMAIMKM, - SBHBIM OTKa3 B
00CITy’)KMUBaHWY, BBI3BAaHHBIA Tepeaadeii 3J0yMBINTUICHHHKOM MAaKETOB C HECTaHAAPTHBIMHU
arpubyramu (yrpo3sl tmma "Land", "TearDrop", "Bonk", "Nuke", "UDP-bomb") wnmu
UMEIOIUX JUIHHY, MPEBBIIIAIONIYI0 MAKCUMaJIbHO JOMYCTUMBIN pa3Mep (yrposa tuma "Ping
Death"), 9T0 MOXET MPUBECTH K COOIO CETEBBIX yYCTPOMCTB, y4aCTBYIONIUX B 00pabOTKe
3aMpocoB, MPU YCIOBUM HAIM4YMs OMIMOOK B MporpamMmax, peaju3yroIINX TPOTOKOIbI
CeTeBOro oOMeHa.

PesynbratoM peannzanuu JaHHOW yrpo3bl MOXKET CTaTh HApPYIIEHHE PabOTOCTIOCOOHOCTH
COOTBETCTBYIOIIECH CIyKObI MpenocTaBieHuss yganeHHoro nocryna k I1/ln B8 WMCIIH,
repeiaya ¢ OJHOTO aJipeca TAKOr0 KOJIMYECTBA 3alIPOCOB Ha MOAKIIFOUEHUE K TEXHUUYECKOMY
cpenctey B coctaBe WCII[H, koTOopoe MakcUMalibHO MOXET "BMecTUTh' Tpaduk
(HampaBieHHBIM "MTOPM 3ampocoB"), 4YTO BIIEYET 3a COOOM MEpPENnoIHEHUE OYepeau
3apocOB M OTKa3 OJHOM M3 CEeTeBbIX CHykO wiu monHas octaHoBka MCII[H wu3-3a
HEBO3MOXXHOCTH CUCTEMbI 3aHUMAThCA HUYEM JPYTUM, KpoMe 00pabOoTKH 3ampOCoB.
BeposatrHocThs peanuzanum yrpo3sl - MaJlOBEPOSTHA.

Yrpo3sl yI1aJIeHHOT0 3aIyCKa MPHJI0KeHU



VYrpo3a 3akimtoyaercs B cTpemieHuM 3amyctuTh Ha xocte WCIIJIH paznuunble
IpeIBAapUTEIbHO BHEPEHHBIE BPEJOHOCHBIE MTPOrPaMMBbI: IPOrPaMMBbI-3aKJIaIKU, BUPYCHI,
"ceTeBble ILUMUOHBI", OCHOBHAs 1€lb KOTOPBIX - HapylleHHWE KOH(PHUIECHUIUAIbHOCTH,
[EJIOCTHOCTH, JOCTYIMHOCTH MH(OpPMALIMK U TOJHBIA KOHTPOJIb 3a paboTtoil xocta. Kpome
TOTO, BO3MOXKEH HECAHKIIMOHUPOBAHHBIN 3aMyCK MPUKIAIHBIX MPOTpaMM TMOJb30BaTeleH
JUIS HECAHKIIMOHUPOBAHHOTO TIOMYYEHHUS HEOOXOAMMBIX HAPYIIUTENIO JAaHHBIX, JUIS
3aITycKa yIpaBIIsieMbIX IPUKIIATHONW MTPOTrPaMMO¥i MPOIIECCOB U JIP.

Briaensitor Tpu noakiacca JaHHBIX YIPo3:

- pacnipocTpaneHue (aisioB, copepKaluX HECAHKITMOHUPOBAHHBIN UCIIOJIHSIEMBIN KOIT;

- YOAJICHHBIN 3aIlyCK MPUIJIOKEHUS IyTeM MepenoaHeHus Oydepa npuinoxeHnil CepBepoB;

- yIOQJEHHBIM 3allyCK HNPUJIOKEHHSI MYyTEM HCIIOJIb30BaHUS BO3MOXHOCTEH YAAaJIEHHOTO
YHOPaBICHUSI CUCTEMOM, MPEIOCTAaBISAEMbIX CKPBITHIMU MPOTPAaMMHBIMU M allapaTHbIMU
3aKJIaJIKaMu, JINOO UCIOJIb3YEMbIMU IITaTHBIMU CPEICTBAMH.

TunoBble yrpo3sl NEPBOrO M3 YKa3aHHBIX IOJKJIACCOB OCHOBBIBAIOTCS Ha aKTUBU3ALNU
pacnpocTpaHseMblx (ailioB mpu ciayyailHoM oOpamieHud K HuUM. [lpumepamu Takux
¢daitioB MOTYT CIYXHUTh: (haiibl, COAEpIKAIINE HCIONHAEMBIH KOJ B BHJ JTOKYMEHTHI,
coleprKallie UCIOJMHSAEeMBbIM KOA B BHUIE OdJieMeHTOB ActiveX, Java-anmmieros,
MHTEPHPETUPYEMBIX CKPUIITOB (Hampumep, TeKCTbl Ha JavaScript); (ailsibl, conepxaiue
UCTIONHsIeMbIe KOAbl Tporpamm. [[ist pacmpocTpanenus (ailioB MOTYT HCHOJIB30BATHCS
CITYOBI JIEKTPOHHOM MOYTHI, TIepeiadn (HaIoB, CETEBOM (PaliIoBON CUCTEMBI.

[Ipu yrpo3ax BTOpOro moakiacca MCIOJNb3YIOTCS HEIOCTAaTKUA MPOrPaMM, PEAIU3YIOIIUX
CETEBBIE CEPBUCHI (B YAaCTHOCTH, OTCYTCTBHE KOHTPOJIA 3a IHepernojiHeHueM Oydepa).
HacTpolikoil CHCTEMHBIX PETUCTPOB HHOINA yHAeTCs IMEPEKIIOUUTh IPOLEccop IMOocCIe
IpephIBaHUs, BBI3BAHHOIO MEpenoJHeHneM Oydepa, Ha UCIIOTHEHHE KOfa, COAepKalllerocs
3a rpanuleil oydepa. [Ipumepom peanuzanuu Takod yrpo3bl MOXKET CIIyKUTb BHEIPEHHE
IIMPOKO U3BECTHOTO "BUpyca Moppuca".

[Tpu yrpo3ax TpeThero MoAKIacca HapyIIUTENIb HCIOJb3YET BO3MOXKHOCTH YAAJIEHHOTO
yOpaBICHUS] CHUCTEMOHM, MPEJOCTABISAEMbIE CKPBITBIMH KOMIIOHEHTaMU (Hampumep,
"tposiuckuMu" mporpammamu tuna Back. Orifice, Net Bus), nmu6o mratHeiMu cpencTBaMu
yHOpaBiIeHUs U aAMHUHUCTPUpPOBaHUS KommbioTepHbiXx ceTeil (Landesk Management Suite,
Managewise, Back Orifice u T.m.). B pe3ymbraTte WX HCIIOJIB30BaHUS YIACTCS TOOWTHCS
yIaJIGHHOTO KOHTPOJISI Ha/l CTAHIIMEH B CETH.

B opranuzanuyd npuUMEHSETCS TOJUTHKA OTPAHMYEHHOTO HCIIOJIB30BAaHUS TPOTPAMM,
yoaJIEHHOE YIPABJIECHUE 3aIPELICHO, BEPOSTHOCTh PEAIM3ALMU YTPO3bl - MAJIOBEPOSITHA.

Yrpo3bl BHeApeHHS N0 CeTH BPEAOHOCHBIX MPOrpamMm

K BpPpCAOHOCHBIM IIpOIrpaMMaM, BHCAPACMBIM IIO CCTH, OTHOCATCA BHPYCbI, KOTOPBIC IJIA
CBOCTO pacCIIpoOCTPpaHCHUA AKTUBHO HCIIOJIB3YIOT IIPOTOKOJIBI U BO3MOKHOCTH JIOKAJIBbHBIX W
mI00ABHEIX  ceTer. OCHOBHBIM IIPUHIOUIIOM pa6OTbI CCTCBOI'0 BHUpPYyCa ABJIICTCA
BO3MOKHOCTb CaAMOCTOATCIIbHO IICPCAATh CBOM KOO Ha y,ZIaJICHHHﬁ CCPBCP HIIU pa60qy10
CTaHIIHIO. "HOHHOI.[GHHBIC" CCTCBBIC BHUPYCHI IIPHU 3TOM O6J'IaI[aIOT CIIC¢ U BO3MOXHOCTBIO



3allyCTUTh Ha BBINIOJHEHHE CBOM KOJ Ha yJAJE€HHOM KOMIBIOTEPE WM, IO KpailHell Mmepe,
"MOATONIKHYTH'" TIOJIL30BATENS K 3aIyCKY 3apa)xeHHOro (haiina.

BpenonocusiMu niporpammamu, odecneunBaromumu ocyiectrienrne HCJ, MoryT ObITh:

- IPOTpaMMBbI TOJ00Pa U BCKPBITUS MTAPOJICH;

- POrPaMMBI, PEATU3YIOIIUE YTPO3bIL;

- MPOTrPaMMBbI, JIEMOHCTPUPYIOIINE HCIOJIb30BAaHUE HEICKIAPUPOBAHHBIX BO3MOXKHOCTEU
MPOrpaMMHOT0 U MporpaMmMHo-anmnapatHoro odecneuenus: UCIIH;

- MPOrPaMMBI-T€HEPATOPbl KOMITLIOTEPHBIX BUPYCOB,;

- MpOrpamMMbl, JEMOHCTPUPYIOIIME YSI3BUMOCTH CPEACTB 3alllUuThl MHGOpPMAIUU U .
BepostHoCTh peanuzaiuu yrpo3bl - MaJOBEPOSITHA.
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